Partition Testing With Usage Models

Kirk Sayre J.H. Poore
University of Tennessee University of Tennessee
sayre@cs.utk.edu poore@cs.utk.edu
Abstract chain recurrent. Significant analytical results for usage

The fundamental statistical strategy of improving sampling models are readily available [8].
efficiency through patrtitioning the population is applied to
software testing. Usage models make it possible to apply2. Partition testing
this strategy to improve the efficiency of testing. The testing
budget is allocated to the blocks of the partition, and the Sampling theory is a mature area of statistics. To take
software is executed on the sample of uses drawn from eachy g, antage of stratified sampling methods it is necessary to
block or sub-population of potential uses. Usage models yefine the sample in terms of a mathematical partition of
support many strategies for amomf"‘ted partitioning and e population. Sample allocations are then calculated for
generating test cases from the partitioned population. TWO y,a piocks of the partition.
strategies are shown here with the efficiency gains  yegiing software by using random samples of test cases
demonstrated. drawn from blocks of a partition defined on the population
of all test cases is called “partition testing.” In this paper
. . testing using a random sample drawn from the
1. Statistical testing unpartitioned population will be called “simple random
testing” to emphasize that both are based on random
Statistical testing is the comprehensive application of samples. Under proportional allocation of tests to blocks,
statistical science to the solution of software testing partition testing will always perform at least as well as
problems. The population of interest is all possible uses of simple random testing, in terms of variances of estimators
the software under test, and this population must be and failure detection probability [1,3]. Moreover, partition
represented in a form that facilitates posing and solving testing may outperform simple random testing, depending
problems about the software and the testing process. Theon the nature of the population and the degree of insight
representation we use is the Markov chain usage modelused in creating the partitioning strategy; which is to say
which is described below. Further information about that results of a given quality can be obtained with less
Markov chain usage models is presented in [4], which is testing or that a given amount of testing will produce
reprinted in these conference proceedings. higher quality results. Partitions allocate the set of all
The statistical technique presented here is the use ofpossible uses of the software under test into blocks, each of
partitioning to improve sampling efficiency. There is a which can be tested independently of the other blocks.
“partition testing” literature [2,6] in software engineering Simple random testing can be viewed as a special case of
which varies somewhat in terminology and conclusions partition testing consisting of a single block.
from the statistical literature on partition sampling [1,3]. In The software engineering literature notes frustrations
this paper we will follow the statistical terminology and with partition testing that arise from difficulties in defining
apply it to two goals of software testing, the estimation of a mathematically correct partition, deriving analytical
software reliability and failure detection potential. properties of partitions and test cases, expenses associated
All possible uses of the software under test can be with constructing partitions and test cases for the partitions,
represented by a usage model [5,7]. This model has theand ineffective allocation of tests to blocks. As will be
structure of a discrete parameter, finite state, time demonstrated below, these difficulties are resolved through
homogeneous Markov chain. States of use of the softwareapplication of graph theory and Markovian analysis to the
are represented as states of the Markov chain andusage model, thus facilitating greater efficiency in software
transitions from one state of use to another are representedesting through sampling theory.
by state transitions of the Markov chain. Each state
transition has a fixed probability of occurrence. Usage 2.1. Basic results
models have two distinguished states, a single invocation

state and a single termination state; an arc from the  The following are basic results of sampling theory [1]:
termination state back to the invocation state makes the, Qptimal allocation of samples to blocks of the partition



based on a fixed total sampling budget. directly defined wher is givem  may be calculated as:
» Optimal allocation of samples to blocks to achieve a

given sample estimator variance. Eh h(1
: - (c-c) Z
h=

» Estimate of the percentage of the sample population

that falls into a certain category. n = -
» Variance of the estimate of the percentage of the sample Z (p./T,(1=1,)./c)
population that falls into a certain category. N A

i=1
To apply the basic results the following items of ) . . _
information are needed: The optimal allocation of tests for blodk  given a fixed

. Ausage modeM representing all possible uses of thetotal number of tests is equivalent to testing where tests
software. at some level of abstraction from all blocks have a fixed cost of one. The optimal

allocation is computed by:
* A partitioning rule in terms ofM that createk

blocks. D E
« Probabilitiesp;, p,, ..., px , wherep; is the probabil- 0 D Ph fn(1-14) D

ity mass associated with block .
' _ | Dz o [TT=T)E
+ Estimated failure rates,, f,, ..., fx , wherg s the i1

estimated failure rate of blodk Given a target varianc¥ , the minimum cost allocation

* The number of tests to be rum , or the budget (allow- of tests to achievd/ is computed in the same manner as
able cost . the optimum allocation of tests given a fixed testing budget.

» |If tests are to be allocated based on a fixed testing bud—The only difference is the equation used to compute

get, then testing costs for each block, c,, ...,c,  , are 0K 0K [f.(1-f,)0
needed. DZ pr‘(l_f‘)ﬁDZ e :
n - q2l Q']: lD
2.2. Optimal test allocation v

The optimal test allocation can be computed to 2.3. Estimate of overall failure rate
minimize the variance of the software reliability estimator
given a constraint on the total number of tests to be run or  after the number of tests has been allocated to each
the total cost to be allowed in testing. The optimal piock, test cases are selected randomly (generated from the
allocation of tests to th&  blocks given a total fixed testing usage model) based on the use distribution of each block.

K The tests are then run angl, , the number of failures

cost ¢ makes the assumption that= G+ % Gy . gpserved during testing in blotk |, is recorded.

) ) h=1 ) The overall failure rate of the software is estimated as
wherec, is the cost of general testing overhegd, is the K

a, . . .
cost of running a test from block , ang,  is the number f = z pnf,, where f,, = n—h is the estimated failure

h
of tests run from blockh . Note that the optimal allocation h=1

of tests to blocks based on a fixed testing cost takes intorate of blockh .
account the fact that it may be more expensive to run tests _ _ _
from one block than another. 2.4. Variance of estimate of overall failure rate

The optimal test allocation for blodk is calculated by:
The variance of the estimate of the overall failure rate is

o [f,(1-f) O K fn(l=1})
0 P /c—h 0 V(N =y oo
- nQ
n, = DK f (1 )E h=1
D g 2.5. Probability of finding a failure

i=1

This equation depends on the valuerof , which is not  Tne estimated probability of finding at least one failure



during testing can be calculated. Givép, f,, ..., fx  , the possible to generate test cases frém that pass through
estimated failure rates of the partition blocks, and one or more of the uncertain arcs as well as to generate test
the number of tests allocated to the blocks, CaSes that do not pass through any of the uncertain arcs.
This makes it possible to automatically partition the test
cases into two blocks, block U which contains all test cases
) o that pass through at least one uncertain arc and block S
during testing isl — 1] (1— )™ . which contains all the safe test cases that do not pass
h=1 through any uncertain arcs. The blocks are created in an
attempt to make the failure rate of block U significantly
2.6. Expected number of failures found higher than the failure rate of block S and hence increase
the efficiency of testing. Of course, in general, partitions
The expected number of failures to be found during With more than two blocks could be defined.
testing can also be calculated. Given, f,, ..., f, ~ and __ The probability mass associated with blocks U and S
i can be computed directly from the model. The probability
Ny, Ny, ..., Nk, as defined above, the expected number of of drawing a test case from block U can be calculated as

Ny, Ny, oy N

the estimated probability of finding at least one failure
K

K follows:
failures to be found during testing § fon, - 1. Add one place holder state k to the model for each
= uncertain arc (i,)).
o . 2. Connect these states into the model by removing arcs
3. Model-based partitioning strategies (i) and then adding arcs (i,k) and (k,j).

A good partitioning strategy is one that results in blocks 3. Make all place holder states absorbing.
with different proportions of failures. The greatest gain in
precision is realized when all blocks of the partition are 4. Make the termination state absorbing.
homogeneous, i.e., all tests within a block either fail or all

of the tests succeed [1,2,3,6]. 5. CalculateP , the probability of being absorbed in the

Given usagse modél , laV  be -a. matrix when | . IS termination state when starting from the invocation
a pre-test estimate of the probability of encountering a  state, and therefore not traversing any uncertain arcs.
failure while executing the code to achieve transition from

state-i to state-j, that is, while traversing arc (ilj). amd 6. CalculateP, , the probability of traversing an uncertain
may be used to automatically partition the space of all
possible uses (or test cases). All of the information needed
to perform the basic stratified sampling calculations _ _
discussed in the previous section may be obtained fom Model M will be used as the basis to create mokle]
and W . Since the partitioning and all required information Which will be us_ed to generate test cases from block S, and
are readily available, the additional cost associated with modelM,, , which will be used to generate test cases from
partition testing is negligible, thereby making partition plock U. Mg is created by removing all uncertain arcs
testing potentially worthwhile even in cases where it
provides only modest gains over simple random testing.
Two automatic partitioning schemes based on the usagematrix. M, is created as follows:

model_ will be illustrated. Parameters are derived 1 Make two copies oMl called  aril
analytically for one and through simulation for the other.
Additional partitioning schemes are certainly possible.

arc asl—Pg .

from M and then normalizing the resulting probability

2. In modelA remove all regular (not uncertain) arcs to
termination, i.e., leave the uncertain arcs to termination

3.1. Analytical automatic partitioning scheme . ;
if any exist.

Suppose that certain arcs in the moddl have (or
potentially have) significantly higher estimated failure rates
than the rest of the arcs. These arcs will be referred to as
uncertain (dangerous, or high risk) arcs. Such arcs might be
associated with features added in a new increment of code4. M\, is the model created in step three by connecting
code altered through maintenance, or a unit of code | o4elsA andB .
acquired from a third party, for example. Suppose further
that the structure of the model (the graph) is such that it is

3. For each arc (i,j) in modél , change the arc to (i,j")
where j' is the state corresponding to j in moBel

5. NormalizeM, .



The failure rates associated with blocks U andfg,

Table 1: Transition probabilities and failure rates

and f ¢ respectively, may now be estimated by using an ar¢ From To Transition Failure
based reliability model calculated usifd,  ahty and | State | State Probability Rate
arc failure estimate®V,, anwg (which can be derived | 52 S3 0.069767 2
from W). d
If the number of tests to be run is given, all information S2 S4 0.697673 000t
needed to proceed with testing has been assembled. g2 S5 0.232554 .0001L
However, if a fixed cost for testing is given, it is necessary
to compute the expected cost of running a test from blocks| S3 S2 1.0 .0001%
U and S. If the testing budget is constrained by the number ]
of testing steps that may be taken rather than by the numbef S4 S6 0.833333 .0oot
of complete tests that may be run, allocation of tests base sa S9 0.166661 000L
on a fixed cost  should be used. Allocation of tests based ) )
on a fixed cost rather than a fixed number of tests takes intq g5 sS10 0.5 .0001
account that some tests are more expensive (e.g., longer) tp
run than other tests. S5 S11 0.5 .0001
The expected cost of running a test case from an
arbitrary state to termination is S6 S7 1.0 .0001
N S7 S8 1.0 .0001
G = 3 Mijl;+c) S8 s2 1.0 .0001
i=1
In the above equatior; ; is the cost of taking arc (i,j) S9 S7 1.0 .0001
and M; ; is the probability of taking arc (i,j). Note that if | S10 S11 0.5 .0001
allarc costsx; ; = 1 the above calculation is equivalentto | g19 s15 0.5 0001
the expected number of steps from state to termination.
. _ . . , S11 S5 0.697674 .000L
Given Cieimination = 0, it IS now possible to define a
system of linear equations that can be solved for| S11 S10 0.056221 D
Cinvocation- 1he expected costs of tests from blocks U and S11 S12 0.050801 000k
S can be computed as the expected cost of going fro ' ] '
invocation to termination in modelsM, aniMg S11 S13 0.056221 .0001L
respectively. si1 | si4 0.03748] 0001
5.1. Example: analytical automatic partitioning S11 s15 0.050801 oooh
scheme
S11 S16 0.050801 .ooop
Consider the usage model of Figure 1. Uncertain arcs
are marked as bold lines in the graph. The model has thg S12 S11 1.0 -000%
transition probabilities and pre-test estimates of the arc S13 s11 1.0 0001
failure rates as given in Table 1. The uncertain arcs have ) ' I
failure rates of 0.2 and the background failure rate is .0001.| 514 S11 0.5 0001
All arcs have unit testing cost.
S14 S16 0.5 .0001
Table 1: Transition probabilities and failure rates
S15 S11 1.0 .0001
From To Transition Failure
State State Probability Rate S16 Si7 1.0 0003
S17 S1 1.0 .0001
S1 S2 1.0 .0001

Tables 2 and 3 are computed analytically from the



example usage model. The test allocation was calculatedesting. Partition testing is also expected to reduce the
for a fixed testing budget of 5000 units (each unit being one variance by a factor of ten when compared to simple
transition in the usage model).

Table 2: Partition characteristics

Estimated

Probability Failure

Block Mass Rate

U .5746 .3260

S 4254 .0053
Table 3: Test case allocation

Number Expected Tes

Block of Tests Cost

] 51 89.8263

S 7 53.6868

Note that a larger number of tests are allocated to block
U than to block S. Factors that will increase the number of

tests allocated to a block are:

Given the allocation, Tables 4 and 5 can be compute

Less expensive to run tests in the block.
Greater probability mass than other blocks.
The block is more variable internally.

random testing.

5.2. Simulation-based automatic partitioning
scheme

The simulation-based automatic partitioning scheme
partitions the population of software uses into two blocks
based on the estimated failure probability of each use. If a
particular use has an estimated failure probability above a
given thresholdd , it will be part of block F. All other uses
will belong to block S.

Py, Por ooy Py T1o Tor ooy T, @Ndcy, €y, ..., Cc May
be estimated through simulation. The accuracy of estimates
will increase asj , the number of sequences used in the

simulation, increases. As becomes sufficiently large, the
estimates will approach their long-run values, although not
at a uniform rate. The values computed in the simulation
provide the information needed to support stratified
sampling.

The generation of test cases from a particular block may
be done by repeatedly generating sequences randomly
from the model until a sequence is generated that belongs
in the desired block as judged by its individual probability
of failure. Alternatively, all sequences may be classified as
they are generated and buffered for future use.

5.3. Example: simulation-based automatic parti-

qtioning scheme

for partition testing and simple random testing. .
Using the same model as before, Tables 6 and 7 are

Table 4: Comparison by failure rate and variance computed analytically and by simulation of 1000

sequences. All test cases with estimated failure
Expected probabilities greater than 0.2 are members of block F. The
If i E ted test allocation was calculated for a fixed testing cost of
afure Xpected 5000 ynits,
Rate Variance
Table 6: Partition characteristics
Partition Testing .1896¢ .0003
Simple Random Testing 1919 .0023 N Estimated
Probability Failure
Table 5: Comparison by detection of failures Block Mass Rate
F .5860 .3314
Probability of Expected
Finding a Number of S 4140 .0036
Failure Failures
— , Table 7: Test case allocation
Partition Testing ~1.0 16.701p
Simple Random Testing ~10 12.8573 Expected Tes
Block Number of Testd Cost
Note that partition testi_ng is expeg:ted to find | g 65 723874
approximately four more failures than simple random




Table 7: Test case allocation

Expected Tes

Block Number of Testq Cost

S 8 36.0338

Given the allocation, Tables 8 and 9 can be computed
for partition testing and simple random testing, with the
same number of tests run in each case.

Table 8: Comparison by failure rate and variance

Expected
Failure Expected
Rate Variance
Partition Testing .1957 .000L
Simple Random Testing 1919 .0023

Table 9: Comparison by Detection of Failures

Probability of Expected
Finding a Number of
Failure Failures
Partition Testing ~1.0 21.557)7
Simple Random Testing ~1.0 12.85Y3

In this example partition testing is expected to find
approximately nine more failures than simple random

testing. Partition testing is also expected to reduce the

variance by a factor of approximately twenty when
compared to simple random testing.

6. Conclusions

If tests are allocated to partition blocks in the optimal
manner, partition random testing will always perform at

from partition testing when the partitioning strategy creates
near-homogeneous blocks, i.e., blocks in which all tests
either fail or succeed. Therefore the choice of a partitioning
scheme is very important.

The partitioning schemes presented in this paper use
pre-test estimates of the failure rate of the software to
create homogeneous partitions. In the event that
completely homogeneous blocks cannot be created (as may
often be the case in real world testing problems), partitions
should be created so as to maximize the difference in
failure rates between the partition blocks. Since the
partitioning is completely automated, the cost of
performing the partitioning is negligible. Thus, it is
practical to consider partition testing even if the gains in
efficiency and accuracy prove to be modest. However,
partition testing has the potential to deliver significant
gains in testing efficiency.
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Figure 1: Example model
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