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Abstract

As a part of the Cyber Command and Control
(CC2) initiative within the Information Assurance and
Survivability program, DARPA is sponsoring
development of a prototype Intelligence Preparation
of the Information Battlespace (IPIB) application.
This effort attempts to map the kinetic warfare
Intelligence Preparation of the Battlespace (IPB)
process to cyber defense. This project addresses
three issues: whether it is feasible to identify
cyberspace analogs for kinetic concepts such as
terrain, weather, and adversary doctrine; whether an
IPIB prototype would assist analysts to perform
cyberspace IPB, and whether IPIB improves cyber
defenses. The CC2 team conducted a whiteboard
experiment to address the third, efficacy issue. This
paper describes the experimental process, hypotheses
to be tested, conduct of the experiment, results, and
conclusions. We provide some lessons learned that
should be of interest to the Information Assurance
(IA) community at large.

1. Introduction

The Intelligence Preparation of the Information
Battlespace (IPIB) project, under the Cyber Panel
initiative of the DARPA Third Generation Security
program (formerly the Cyber Command and Control
initiative of the Information Assurance and
Survivability program), has three main objectives:
analyze and confirm the feasibility of a domain
transition of IPB from kinetic space to cyberspace,
develop and evolve a prototype automated IPIB
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application, and demonstrate the efficacy of IPIB through
controlled experiments.

Zel Technologies, LLC (ZelTech) is transitioning an
automated application of the Army's classic IPB
methodology [1,2] from Kinetic Warfare (KW) to
Information Warfare (IW)[3]. In conducting military
operations in the physical world, the US government and
its military forces have developed, refined and applied a
number of time-tested intelligence analytical processes and
tools that have provided critical support to operations and
helped ensure victory. If a domain transfer from real
space to cyberspace were to be feasible, the resulting IPIB
products would offer commanders an opportunity to
switch cyberspace defense from a reactive to a proactive
mode. Put simply, IPB is intended to help a commander
know where to look in the battlespace, when to look, and
what to expect to see. When we consider the nanosecond
timelines for cyber attacks, this would be particularly
beneficial because it would permit the commander to
anticipate an attack and establish countermeasures before
the attack takes place.

Thus, the underlying precepts of the IPIB effort are that
traditional Kinetic Warfare IPB processes can be adapted
to cyberspace and will provide benefits to Information
Assurance (IA) beyond those achieved in current security
best practices.

ZelTech has reported the feasibility of a domain transfer
in earlier IPIB efforts [4,6,8], describing key concepts of
IPB in kinetic warfare, their cyberspace analogs, and
providing an IPIB system architecture for implementing
the continuous, four-step IPB process for IA. With regard
to the IPIB prototype, several demonstrations have been
conducted, and an evaluation release is scheduled for early
2001.
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1.1 Objective

This paper reports the efforts of several players in
the CC2 initiative to address the benefit issue: Does
IPIB offer any advantages in cyber defense? The
CC2 Experiment Working Group (EWG) assisted
ZelTech in formulating and executing a quantitative,
hypothesis-based whiteboard experiment to ascertain
the impact of performing IPIB. The overall goal of
the CC20008 Information Battlespace Preparation
experiment was to determine if the IPIB process
improves network defense beyond security best
practices.

In the operational environment today, network
defense is reliant on security experts who make
defense recommendations based on engineering
judgment and what are believed to be industry best
practices. Because there is no uniform tested and
proven process for network defense, recommended
protection plans can vary greatly among security
experts. The lack of a tried and proven process yields
an unrepeatable and potentially  haphazard
deployment of defensive measures and thus reduced
assurance of the defense of mission critical assets.
IPIB provides a systematic, continuous process of
analyzing the network environment and threat. It is
designed to help the network defender selectively
apply and maximize his offensive and defensive
information warfare capabilities at critical points in
time in cyberspace first by determining a threat’s
likely course(s) of action (COAs), then translating this
threat information into a reasonable defensive posture.

This experiment illuminated potential high value
uses for the IPIB process in network defense. Two
areas where it was judged that IPIB may add value
were in aiding the network security novice and in
aiding the security expert in network defense.

1.2 Hypotheses

The experiment attempted to confirm or deny an
overall hypothesis and four sub-hypotheses:

e The IPIB process improves network defense
beyond security best practices.

— Detection mechanisms configured using the
IPIB process improve detection capability
beyond security best practices.

— Prevention mechanisms configured using the
IPIB process improve prevention capability
beyond security best practices.

— The IPIB process predicts attack targets better
than security best practices.
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— The IPIB process predicts enemy courses of action
better than security best practices.

A quantitative assessment strategy was developed to
measure performance relative to these hypotheses
objectively.

2. Experimental Approach

We followed an experimental approach developed by
the CC2 Experiment Working Group (EWG) for conduct
of CC2 experiments. This involved submission of a formal
experiment proposal and plan which was reviewed by the
EWG and approved by the DARPA CC2 Program
Manager. Full details about the experiment are available
at the DARPA 3GS archival web site [6]. This paper is an
abbreviated summary.

2.1 Experimental Methodology and Metrics

This whiteboard experiment used three blue teams to
compare the use of the IPIB process in implementing and
executing a network defense strategy with current security
best practices:

e Expert Blue Team (EBT): Network security experts
who employed security best practices;

e Novice + IPIB Blue Team (NBT): Network security
novices aided by the IPIB process; and

e Combined Expert + IPIB Blue Team (CBT):
Members from the NBT and EBT to allow the experts
to apply the IPIB process.

The Expert Blue Team was the baseline datum from
which the Novice and Combined Blue Teams were
compared. We expected that the IPIB process would
empower a network security novice to construct an
adequate network defense plan, as well as adequately
predict expected adversary courses of action and targets.
We also expected that the IPIB process would empower
network security experts to construct an improved network
defense strategy and predict adversary courses of action
and targets.

A Red Team was assembled to devise multiple attack
strategies which would successfully disrupt the mission
stated in the scenario using cyber means. The Red Team
constructed attack trees with multiple nodes, paths, and
targets. Twelve of these attacks were executed on paper,
and each of the three blue teams was scored by the
Assessment Team in the following four categories:

e Effectiveness at detecting attacks;
e Effectiveness at preventing attacks;
e Prediction of adversary targets; and
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e Prediction of adversary course of action.

The ranking scheme was on a scale of 1 to 5, with 1
representing ineffective and 5 representing highly
effective.

The Expert and Novice Blue Teams were provided
the experiment plan, scenario, and toolbox, and asked
to devise independent network defense strategies, as
well as identify what the expected adversary COA and
targets would be. Both teams were given the
opportunity to ask clarification questions of the
Assessment Team.

Once both Blue Team network defense strategies
were submitted, a subset of the Assessment Team met
to review both strategies and deemed that they were
different enough for the experiment to continue. The
Combined Blue Team then met to devise a combined
network defense strategy using both current security
best practices and the IPIB process. During this
strategy session, the Combined Blue Team decided
that the IPIB process was superior to the Expert Blue
Team’s strategy for predicting the adversary COA and
targets. For this reason, the Novice Blue Team’s
COA and target predictions were repeated in full by
the Combined Blue Team.

Meanwhile, the Red Team was also provided the
experiment plan and scenario, and was asked to
develop cyber attacks on the network. The same
attack set was used against all three Blue Team
defense strategies during the experiment assessment
phase.

2.2 Scenario

The CC20008 experiment scenario was titled
“Operation Dragon Slayer: JTF Concept Plan.” It
was based on the notional scenario employed during
the CC20006: Mission Impact Assessment
Experiment executed in December 1999. An overview
of the scenario is provided herein.

The Commander in Chief, Pacific (CINCPAC) has
directed formation of Joint Task Force (JTF)
Dragonslayer. The JTF concept plan is entitled:
OPLAN 4030 “Defense of the Philippines - Chenho
attack within 10 days.”

Summary:

US intelligence indicates that the Chenho
adversaries are threatening the Spratly Islands, a
subset of the Philippine islands. The US expects:

e the Philippine government will defend territorial
rights,
e a devastating conflict will develop, and
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the Chenho will invade the Philippines.
During deployment, the US forces will:

travel toward the Philippines,

use mid-air refueling and stop in Guam for crew rest,
form an Air Operations Center in Guam,

continue unit level force movement to the Philippines
and establish a Wing Operations Center, and

e conduct conventional air operations to defend the area.

US intelligence reports the following:

e Chenho is a powerful, technologically advanced nation
state,

e has a full complement of armed forces including a
powerful air force supplied by France and Russia,
ground- and air-to-air missiles, and a nuclear
submarine capability,

e have been conducting frequent overflights of the
Spratly Islands and Philippine national airspace,

e Chenho military has been on full alert for over three
months and its forces are in a high state of readiness,

e Chenho armed forces have been conducting exercises
North and West of the Philippines for three weeks and
landing craft have been observed fueling in the area,

e there has been frequent testing between Chenho and
Philippine air forces including two recent air-to-air
missile launches, and

e Chenho has recently stepped wup its public
pronouncements against Philippine intransigence on
the Spratly issue.

The United States has deployed forces to assist in the
conflict. During this deployment, they will rely heavily on
the TransPacific communication infrastructure between
the US, Guam and the Philippines. They need to protect
both local and theater domains, and to provide reachback
for support, logistics and intelligence. They also must
exchange task orders, reports, and logistical information
on deployment and protection of the troops and network
assets.

It is the job of the Blue Team to adequately protect the
continental US (CONUS) and deployed network assets
against any adversary attempt to disrupt the
communications and thus the mission. They must defend
these network assets using readily available network
security mechanisms to both prevent and detect adversary
actions. They also must attempt to determine the
adversary’s target and likely courses of action to develop
effective network defense strategies.

lEEE

COMPUTER

SOCIETY



2.3 Rules of Engagement

The Blue Teams were restricted to using only
commercially available or current DARPA prevent
and detect mechanisms used in the Information
Assurance program. They were not allowed to invent
or presume IA capabilities that were not already in
existence or easily created using standard tools such
as shell scripts. A list of allowable tools in the
following categories was specified:

e Network, host, and application-based "Prevent"
countermeasures and intrusion detection systems
(IDS)

e Miscellaneous network security tools

e Security hardware

To facilitate assessment and comparison, blue
teams did not consider acquisition or support costs in
developing their static defense strategies.

2.3.1 Blue Teams. The composition and mode of
operation of the three Blue Teams was as described
here.

Expert Blue Team. The Expert Blue Team was
made up of a network security expert currently
working on the DARPA Information Assurance
program, and a network security expert employed at a
local commercial network security consulting firm.
This commercial representative spent several years in
the Army and had valuable insight into the military
operations defined in the scenario. This Expert Blue
Team used current security best practices to devise
their network defense plan.

In general, the Expert Blue Team spent most of
their effort in carefully selecting, placing, and
configuring prevent mechanisms in the various LANSs.
They used some detection tools as well. Their
process for determining adversary COA and likely
targets was based primarily on engineering judgment.

Novice Blue Team. The Novice Blue Team was
composed of three people whose expertise lies in the
IPIB process and networking, but not information
security. All three team members are part of the team
which is developing the IPIB process.

In general, the Novice Blue Team took the
approach of placing a large number of detect
mechanisms throughout the network, thus heavily
instrumenting the network. They used some prevent
mechanisms as well. It was assumed that this Blue
Team would be able to adequately configure the
prevent and detect mechanisms. This team developed
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detailed course of action and target prediction documents
in following the IPIB process.

Combined Blue Team. The Combined Blue Team
consisted of the commercial network security expert from
the Expert Blue Team, and one of the security novices
from the Novice Blue Team. These team members
devised a combined network security plan using the best
strategies both teams had to offer. The security expert
offered primarily sensor placement and configuration
strategies, while the novice offered the results of the IPIB
process primarily in COA and target prediction.

It is important to note that the security expert did not
individually walk through the IPIB process. Rather, as a
joint effort, the results of the Novice Blue Team network
defense strategy and IPIB process output were evaluated
from a security expert’s perspective. The joint strategy
was then devised.

2.3.2 Red Team. The Red Team was composed of a
group of Red Team experts who not only work on the CC2
Program on a regular basis, but also have extensive
experience with Red Team experimentation on the
Information Assurance Program, as well as with various
commercial customers. Their procedures for developing
attack trees are well established and tested. For this
experiment, they evaluated the experiment scenario and
determined what the most likely targets would be, then
devised multiple attack paths to get there.

The Experiment plans, scenario, all Blue Team defense
plans and Red Team attack trees, with detailed
descriptions, are posted on the Cyber Panel web site [6].

3. Execution

The Expert Blue Team and Novice Blue Team used
their respective processes to prepare defense strategies
independently. Then, a representative of each met to form
the Combined Blue Team, in an attempt to allow an expert
to apply the IPIB process. They prepared a Combined
Blue Team defense plan. In parallel, the Red Team
prepared a suite of attacks. When all four teams had
completed their execution steps, the Assessment Team
evaluated the results. The processes and products of each
team during execution are described in detail below.

3.1. Novice Blue Team Process and Products

Because it was the central reason for conducting this
experiment, we describe the IPIB process first, and in
some detail. We discuss several of the IPIB products a
Commander or decision-maker (in the Chenho scenario,
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the JTF Commander and his staff) might use.

IPIB is based on the rigorous Intelligence
Preparation of the Battlefield process described in US
Army Field Manual FM 34-130. It is a continuous
process composed of four standard steps as shown in
Figure 1. We have added a step in the center of the
figure to emphasize that actionable Intelligence must
be applied if the preparation effort is to have a payoff.
The process can be performed manually, or supported
by automated decision support tools like ZelTech's
IPIB prototype. The current iteration of the IPIB
prototype is concentrated on mission and command-
level decision making, mainly prior to hostilities.
Later iterations will focus on the details of specific
attacks and identifying low-level Enemy COAs as
they are occurring.

The Chenho Experiment. CC20008, based on the
Chenho scenario, provides an excellent means of
illustrating key points about IPIB.

IPIB Step 1. We commence with IPIB Step 1,
whose activities are listed in Figure 2. The scenario,
provided in section 2.2, sets the stage as we
commence collecting and organizing information
about the environment. With respect to organization,
mission and geopolitical context, we know from the
scenario that CINCPAC has directed that a JTF, with
a Joint Force Maritime Component Commander
(JFMCC) and Joint Force Air Component
Commander (JFACC), deploy to the Philippines and
conduct air operations to prevent the Chenho
"invasion". The Land Component Commander is
unavailable due to commitments elsewhere. To
manage the scope of the experiment, JFMCC
operations are to be considered out of bounds. The
JFACC is to execute OPPLAN 4030, which draws air
assets from three Air Force bases in CONUS, and will
use Travis AFB for airlift. His forces will transit the
Pacific, establish an Air Operations Center (AOC) in
Guam, and a Wing Operations Center (WOC) in the

Define Battlespace

Environment

Determine cribe
Battlespace
Threat Effects
COAs

Figure 1. The IPIB process is continuous
Philippines.

The central AOC functions are to plan the next day's air
missions, disseminate the plan in an Air Tasking Order
(ATO), and perform Force-Level Battle Management of
the execution of today's ATO. To perform these, AOC
personnel must also maintain situation awareness, execute
intelligence activities, provide logistics support, and
maintain several kinds of communications networks.

At the WOC, the central mission is to direct the Air
Wing and Squadrons as they fly the missions assigned in
the current ATO, and keep the boss informed about
mission, aircraft, airfield, and weapons status.

Both Operations Centers have automated C2/Battle
Management (BM) support in the form of the Theater
Battle Management Core System (TBMCS), an
architecture that complies with Global Command and
Control  System/Defense  Information Infrastructure
Common Operating Environment requirements. Neither
TBMCS enclave has a physical existence until the
deployed forces arrive and set it up. Both Centers also
have Logistics missions and non-TBMCS logistics support
systems.

High level information about the threat also comes from
the scenario.

operational area

geographic battlespace dimension

geographic spectrum of the joint force’s battlespace
the time available

priorities

JIPB analysis

1. Identify the limits of the joint force’s operational area

2. Analyze the joint force’s mission and joint force commander’s intent
3. Determine the significant characteristics of the joint force’s

4. Establish the limits of the joint force’s areas of interest for each

5. Determine the full, multi-dimensional, geographic and non-

6. Identify the amount of battlespace detail required and feasible within

7. Evaluate existing data bases and identify intelligence gaps and

8. Collect the material and intelligence required to support further

The environment data collected in Step 1
includes information about related, associated
networks that can have an impact on the JTF's
mission. In this scenario, those would include
four continental US airbases, CINCPAC
headquarters, Defense Logistics Agency,
service Logistics Centers, and any in-country
commercial or military networks that might be
connected to the AOC or WOC. One would
also collect and organize information about
allies, neutrals, and nations or organizations
likely to cooperate with the enemy as part of

Figure 2.
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IPIB Activities performed in Step 1

the geopolitical context. Environmental data
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