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Abstract

It is well-known that Reed-Solomorcodesmay be usedto provide error correctionfor multiple failuresin RAID-
like systems. The coding techniqueitself, however, is not aswell-known. To the coding theorist, this techniqueis a
straightforvard extensionto a basiccodingparadigmandneedso specialmention. However, to the systemgrogrammer
with notrainingin codingtheory the techniqguemay be a mystery Currently thereareno referenceshatdescribehow to
performthis codingthatdo notassumehatthereaderis alreadywell-versedn algebraandcodingtheory

This paperis intendedfor the systemgrogrammer It presentsa completespeci cation of the codingalgorithmplus
detailson how it may be implemented.This speci cationassume®o prior knowledgeof algebraor codingtheory The
goal of this paperis for a systemgprogrammeto be ableto implementReed-Solomowrodingfor reliability in RAID-lik e

systemawithout needingto consultary externalreferences.

Problem Speci cation

Lettherebe storagedevices, , eachof which holds bytes.Thesearecalledthe“Data De-
vices. Lettherebe morestoragedevices , eachof whichalsoholds bytes.Thesearecalled
the“ChecksumbDevices. Thecontent®f eachchecksundevicewill becalculatedrom thecontentof thedata
devices.Thegoalisto de ne thecalculationof each  suchthatif ary  of

fail, thenthe contentf thefailed devicescanbereconstructedrom the non-faileddevices.

Intr oduction

Error-correctingcodeshave beenaroundfor decadeqdl, 2, 3]. However, the techniqueof distributing dataamong
multiple storagedevicesto achieve high-bandwidthinput and output,andusingone or more error-correctingdevicesfor
failurerecoveryis relatively new. It cameto thefore with “RedundanfArraysof Inexpensve Disks” (RAID) wherebatteries
of small,inexpensve diskscombinehigh storagecapacity bandwidth,andreliability all atalow cost[4, 5, 6]. Sincethen,
the techniquehasbeenusedto designmulticomputerandnetwork le systemsawith high reliability andbandwidth[7, 8],
andto designfastdistributedcheckpointingsystemg9, 10, 11, 12]. We call all suchsystemsRAID-lik e” systems.

The above problemis centralto all RAID-lik e systems.Whenstorageis distributedamong devices,the chanceof
oneof thesedevicesfailing becomesigni cant. To bespeci ¢, if themeantime beforefailure of onedeviceis , thenthe
meantimeto failure of asystemof devicesis —. Thusin suchsystemsfault-tolerancenustbetakeninto account.

For smallvaluesof andreasonablyeliabledevices,onechecksuntdevice is oftensufcient for fault-toleranceThis
is the“RAID Level 5” con guration,andthe codingtechniques called* +1-parity” [4, 5, 6]. With +1-parity the -th
byte of the checksuntdevice is calculatedo be the bitwise exclusive-or (XOR of the -th byte of eachdatadevice. If ary
oneof the +1 devicesfails,it canbereconstructedsthe XORof theremaining devices. +1-parityis attractve because
of its simplicity. It requiresoneextra storagedevice, andoneextrawrite operationperwrite to ary singledevice. Its main
disadwantages thatit cannotrecover from morethanonesimultaneousailure.



As grows,theability to toleratemultiple failureshecomesmportant[13]. Severaltechnique$ave beendevelopedfor
this[13, 14, 15, 16], theconcentratiobeingsmallvaluesof . Themostgeneratechniquefor tolerating simultaneous
failureswith exactly  checksundevicesis a techniquebasedon Reed-Solomortoding. This factis citedin almostall
paperson RAID-lik e systemsHowever, thetechniquatself is harderto comeby.

The techniquehasan interestinghistory. It was rst presentedn termsof secretsharingby Karnin [17], andthen
by Rabin[18] in termsof information dispersal. Preparatd19] then showved the relationshipbetweenRabin's method
andReed-Solomorcodes hencethe labelingof the techniqueasReed-Solomortoding. The techniquehasrecentlybeen
discussedh varyinglevelsof detailby Gibson[5], Schwarz[20] andBurkhard[13], with citationsof standardextsonerror
correctingcodeqd1, 2, 3, 21, 22 for completeness.

Thereis one problemwith all the above discussion®f this technique— they requirethe readerto have a thorough
knowledgeof algebraandcodingtheory Any programmemvith a bachelors degreein computersciencehasthe skills to
implementthis techniquehoweverfew suchprogrammersave thebackgroundn algebraandcodingtheoryto understand
thepresentations thesepapersaandbooks.

The goal of this paperis to provide a presentationthat canbe understoody ary systemgrogrammerNo background
in algebraor codingtheoryis assumedWe give a completespeci cationof the techniqueplusimplementatiordetails. A
programmeishouldneedno otherreferencedesideshis paperto implementReed-Solomortoding for reliability from
multiple device failuresin RAID-lik e systems.

General Strategy

Formally, our failure modelis that of an erasue. Whena device fails, it shutsdown, andthe systemrecognizeghis
shuttingdown. This is asopposedo an error, in which a device failure is manifestediy storingandretrieving incorrect
valuesthatcanonly berecognizedy sortof embeddedoding[2, 23].

Thecalculationof thecontentf eachchecksundevice  requiresafunction  appliedto all thedatadevices.Figurel
shavs an examplecon guration usingthis technique(which we henceforthcall “RS-Raid”) for and . The
contentof checksundevices and arecomputedoy applyingfunctions and  respectiely.

The RS-Raidcodingmethodbreaksup eachstoragedeviceinto words Thesizeof eachwordis  bits, beingchosen
by the programmelsubjectto someconstraints) Thus,the storagedevicescontain _ — —
wordseach.Thecodingfunctions  operateon aword-by-word basis,asin Figure2, where representshe -th word
of device

To make the notationsimpler we assumehat eachdevice holdsjust oneword anddrop the extra subscript. Thuswe
view our problemasconsistingof datawords and checksumwords which arecomputedrom
thedatawordsin suchawaythatthelossof ary ~ wordscanbetolerated.

To computeachecksunmword  for thechecksundevice , weapplyfunction tothedatawords:

If adataword ondevice  isupdatedrom to ,theneachchecksunword isrecomputedy applyingafunc-
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Figurel: Providing two-sitefaulttolerancewith two checksundevices

Figure2: Breakingthe storagedevicesinto words( , , —)

tion suchthat:

Whenupto devicesfail, we reconstructhe systemasfollows. First, for eachfailed datadevice , we constructa
functionto restorethe wordsin from the wordsin the non-failed devices. Whenthatis completedwe recomputeary
failedchecksundevices  with

For example,suppose . We candescribe +1-parityin the abore terms. Thereis onechecksundevice , and
wordsconsistof onebit ( ). To computeeachchecksunword , we take the parity (XOR of the datawords:

If awordondatadevice  changedrom to ,then isrecalculatedrom the parity of its old valueandthetwo data
words:

If adevice fails,theneachword mayberestoredasthe parity of the correspondingvordson theremainingdevices:



In suchaway, the systemis resilientto ary singledevice failure.
Torestatepur problemis de ned asfollows. We aregiven datawords all of size . Wede ne functions
and whichwe useto calculateandmaintainthe checksunmwords . We thendescribehow to reconstruct
thewordsof ary lost datadevice whenupto  devicesfail. Oncethe datawordsarereconstructedthe checksumwords
canberecomputedrom thedatawordsand . Thus,theentiresystemis reconstructed.

Overview of the RS-Raid Algorithm

Therearethreemainaspect®f the RS-Raidalgorithm: usingthe Vandermondenatrix to calculateandmaintaincheck-
sumwords, using GaussiarElimination to recover from failures,and using Galois Fieldsto performarithmetic. Eachis

detailedbelow:
Calculating and Maintaining ChecksumWords

We de ne eachfunction to bealinearcombinationof the datawords:

In otherwords,if we representhe dataandchecksunwordsasthevectors and , andthefunctions asrows of the
matrix , thenthestateof the systemadherego thefollowing equation:

Wede ne tobethe Vandermondenatrix: , andthustheabove equationbecomes:

Whenoneof thedatawords changedo , theneachof the checksumwordsmustbe changedaswell. This canbe
effectedby subtractingoutthe portionof thechecksunwordthatcorrespondso , andaddingtherequiredamountfor

Thus, is de ned asfollows:

Therefore the calculationand maintenancef checksumwords canbe doneby simplearithmetic(however, it is a special
kind of arithmetic,asexplainedbelow).



Recovering From Failures

To explainrecovery from errors,we de ne thematrix andthevector asfollows: ,and . Then
we have thefollowing equation

We canview eachdevice in the systemashaving a correspondingow of thematrix andthevector . Whenadevice
fails,were ect thefailureby deletingthedevice'srow from andfrom . Whatresultsanew matrix  andanew vector
thatadhereto theequation:

Supposexactly devicesfail. Then isa matrix. Becausenatrix is de nedto beaVandermondenatrix, every
subsebf rowsof matrix is guaranteedo belinearly independentThus,the matrix  is non-singularandthevalues
of maybecalculatedrom usingGaussiarklimination. Henceall datadevicescanberecovered.

Oncethevaluesof areobtainedthevaluesof ary failed mayberecomputedrom . It shouldbe obviousthat
if fewerthan devicesfail, the systemmay be recoveredin the samemanneychoosingary rowsof  to performthe
GaussiarkElimination. Thus,the systemcantolerateany numberof device failuresupto

Arithmetic over Galois Fields

A majorconcernof the RS-Raidalgorithmis thatthe domainandrangeof the computatiorarebinarywordsof a x ed
length . Althoughtheabove algebrais guaranteedo be correctwhenall theelementsarein nite precisionrealnumbers,
we mustmake surethatit is correctfor thesex ed-sizewords.A commonerrorin dealingwith thesecodess to performall
arithmeticovertheintegersmodulo . Thisdoesnotwork, asdivisionis notde ned for all pairsof elementgfor example,

is unde nedmodulo4), renderingthe GaussiarElimination unsohablein mary cases.Insteadwe mustperform
additionandmultiplicationovera eld with morethan elementg2].

Fieldswith  elementsarecalledGaloisFields(denoted ), andareafundamentatopicin algebrale.g.[3, 21,
24]). This sectionde neshow to performaddition,subtractionmultiplication,anddivision ef ciently overa GaloisField.
We give sucha descriptionwithout explaining GaloisFieldsin general.AppendixA containsa moredetaileddescription
of GaloisFields,andprovidesjusti cation for the arithmeticalgorithmsin this section.

The elementof arethe integersfrom zeroto . Addition andsubtractionof elementf are
simple. They arethe XORoperation.For example,in



Multiplication and division are more complex. When is small (16 or less),we usetwo logarithmtables,eachof
length , to facilitatemultiplication. Thesetablesaregflog andgfilog

int gdflog[] : Thistableis de ned for theindicesl to , andmapstheindex to its logarithmin the Galois
Field.

int  dfilog[] : Thistableis de nedfor theindices0 to , andmapstheindex to its inverselogarithmin the
GaloisField. Ohviously, gflog[gfilog[ 1l ,andint  dfilog[gflog[ 1

With thesetwo tables we canmultiply two elementf by addingtheirlogsandthentakingtheinverselog, which
yields the product. To divide two numbers,we insteadsubtractthe logs. Figure 3 shavs animplementationn C: This
implementatiormakesuseof the factthatthe inverselog of aninteger is equalto the inverselog of ( ).
This factis explainedin AppendixA. As with regularlogarithms we musttreatzeroasa specialcase asthelogarithmof

Zerois

#define NW (1 << w) /* In other words, NW equals 2 to the w-th power */

int mult(int a, int b)

{

int sum_log;

if @==0]|| b==0) return 0;

sum_log = gflog[a] + gflog[b];

if (sum_log >= NW-1) sum_log -= NW-1;
return gfilog[sum_log];

}

int div(int a, int b)

{
int diff_log;

if (a == 0) return O;

if (b == 0) return -1; /* Can't divide by 0 */
diff_log = gflog[a] - gflog[b];

if (diff_log < 0) diff_log += NW-1;

return dfilog[diff_log];

Figure3: C codefor multiplicationanddivision over (Note: NW )

Unlike regularlogarithms thelog of any non-zeroelemeniof a GaloisField is aninteger, allowing for exactmultiplica-
tion anddivision of GaloisField elementasingtheselogarithmtables.

An importantstep thereforepnce is chosenis generatinghelogarithmtablesfor . Thealgorithmto generate
thelogarithmandinverselogarithmtablesfor ary  canbefoundin AppendixA; howevertherealizationof this algorithm
in C for , or is includedherein Figure4. We include the tablesfor asgeneratedy
setup _tables(4) in Tablel.



unsigned int prim_poly_4 = 023;
unsigned int prim_poly_8 = 0435;
unsigned int prim_poly_16 = 0210013;
unsigned short *gflog, *dfilog;

int setup_tables(int w)
unsigned int b, log, x_to_w, prim_poly;

switch(w) {
case 4: prim_poly = prim_poly_4; break;
case 8: prim_poly = prim_poly_8; break;
case 16: prim_poly = prim_poly_16; break;
default: return -1;

}

X_tow=1<<w;
gflog = (unsigned short *) malloc (sizeof(unsigned short) * x_to_w);
dfilog = (unsigned short *) malloc (sizeof(unsigned short) * x_to_w);

b=1;

for (log = 0; log < x_to_w-1; log++) {
gflog[b] = (unsigned short) log;
dfilog[log] = (unsigned short) b;

b=b<<1;

if (b & x_to_w) b =b ” prim_poly;

}

return O;

}
Figure4: C codefor generatinghelogarithmtablesof , and

0 1 2 3 4 5 6 7 8 9 10 | 11 12 | 13 | 14 | 15

gflogli] —|lo|1|4|2|8|5 103|149 | 7|6 |13]|11]12
gfilogli] 1 |2|4|8|3|6|12|12|5|10| 7 |14|15] 13| 9 | —

Tablel: Logarithmtablesfor

For example,usingthevaluesin Tablel thefollowing is arithmeticin

gfilog[gflog[3]+gflog[7]] gfilog[4+10] ofilog[14]
dfilog[gflog[13]+gflog[10]] dfilog[13+9] dfilog[7]
dfilog[gflog[13]-gflog[10]] dfilog[13-9] dfilog[4]
gfilog[gflog[3]-gflog[7]] gfilog[4-10] gfilog[9]

Therefore,a multiplication or division requiresone conditional,threetable lookups(two logarithmtable lookupsand
oneinversetablelookup),anadditionor subtractionanda modulooperation.For ef ciency in Figure3, we implementthe
modulooperationasa conditionalanda subtractioror addition.

The Algorithm Summarized

Given datadevicesand checksundevices,theRS-Raidalgorithmfor makingthemfault-tolerantoupto  failures

is asfollows.



1. Chooseavalueof suchthat . It is easiesto choose or , aswordsthenfall directly on
byteboundariesNotethatwith , canbeaslargeas

2. Setupthetablesgflog andgfilog asdescribedn AppendixA andimplementedn Figure4.

3. Setup the matrix  to bethe Vandermondenatrix: (for ) where
multiplicationis performedover

4, Usethematrix to calculateandmaintaineachword of the checksundevicesfrom the wordsof the datadevices.
Again, all additionandmultiplicationis performedover

5. If arny numberof devicesupto fail, thenthey canbe restoredin the following manner Chooseary of the
remainingdevices,andconstructhematrix ~ andvector asde ned previously. Thensolvefor in
This enableghe datadevicesto berestored Oncethe datadevicesarerestoredthefailed checksundevicesmay be
recalculatedisingthe matrix

An Example

As anexample,supposeave have threedatadevicesandthreechecksundevices, eachof which holdsone megabyte.
Then , and . We choose to befour, since , andsincewe canusethelogarithmtablesin Tablel
to illustratemultiplication.

Next, we setup gflog andgfilog to beasin Tablel. We construct to bea Vandermondenatrix, de ned
over
Now, we cancalculateeachword of eachchecksundevice using . Forexample,supposéhe rst wordof  is
the rst wordof is ,andthe rst wordof is . Thenweuse to calculatethe rst wordsof , and



Supposeve change tobe . Then sendshevalue to eachchecksundevice,
which useshis valueto recomputéts checksum:

Supposeow thatdevices , ,and arelost. Thenwe deletetherowsof and correspondingo , ,and
to get
By applyingGaussiarelimination,we caninvert  to yield thefollowing equation: , Or:

Fromthis, we get:

And then:

Thus,the systemis recovered.

Implementation and Performance Details

We examinesomeimplementatiorand performancaletailsof RS-Raidcodingon two applications:a RAID controller,
andadistributedcheckpointingsystem Both arepicturedin Figure5. In aRAID controller thereis onecentralprocessing
location that controlsthe multiple devices. A distributed checkpointingsystemis more decentralized.Eachdevice is
controlledby adistinctprocessinguinit, andthe processinginits communicatéy sendingmessagesver acommunication
network.

RAID Controllers

In RAID systemsabasic le systemoperations whenaprocessvritesanentirestripe'sworth of datatoa le. The le
systemmustbreakup this datainto  blocks,onefor eachdatadevice, calculate blocksworth of encodinginformation,
andthenwrite oneblockto eachof the + devices. Theoverheadf calculating is

Block
XOR
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Figure5: RAID-lik e con gurations

where pjo« is thesizeof ablockand xoris therateof performingXOR This is becausehe rst row of is all onesand
thereforethereareno GaloisField multiplicationsin thecalculationof . Theoverheadf calculating where is:

Block
XOR GFmult

where crmure IS the rate of performing Galois Field multiplications. This is because -1 of the datablocksmustbe
multiplied by some beforebeingXORd together Thustheoverheadf calculatingthe checksunblocksis

Block
XOR GFmult

Thecostof writing anentireparity stripeis thereforetheabove gure plusthetime to write oneblock to eachof the
disks?
A secondoasic le systemoperationis overwritingasmallnumberof bytesof a le. Thisupdategheinformationstored
on onedisk, andnecessitatea recalculatiorof the encodingon eachchecksundisk. To be speci ¢, for eachword of disk
thatis changedrom to ,theappropriatevord of eachchecksundisk  is changedrom to ,
wherearithmeticis performedoverthe GaloisField.
Thecostof computing is oneXORoperation.Thisneeddo beperformedustonetime. Thecostof multiplying
by is zeroif or , andoneGaloisField multiplicationif and . Finally, thecostof adding
to isoneXORoperatiorfor eachvalueof . Thus,thetotal costof changingawordfrom to is:
The costof writing oneword to disks - XOR "

otherwise
XOR GFmult

The dominantportion of this costis the costof writing to the disks. For this reasonGibsonde nesthe updatepenaltyof
anencodingstratgy to bethe numberof disksthatmustbe updatedperword update14]. For RS-Raidcoding,theupdate
penaltyis disks,whichis theminimumvaluefor tolerating failures.Asin all RAID systemstheencodingnformation
may be distributedamongthe disksto avoid having the checksuntdisksbecomehot spotg[5, 26)].

The nal operationof concernis recovery. Here,we assumehat failureshave occurredandthe systemmust
recover the contentsf the disks. In the RS-Raidalgorithm,recovery consistof performingGaussiartlimination of an
equation sothat is determined.Then,the contentsof all the failed disksmay be calculatedasa linear
combinationof thedisksin . Thus,recovery hastwo parts:the GaussiarkEliminationandtherecalculation.

1We do notincludeary equationgor the time to performdisk reads/writesbecauseghe compleity of disk operationprecludesa simple encapsula-
tion [25].
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Sinceat least rows of  areidentity rows, the GaussiarElimination takes steps.As is likely to be
smallthis shouldbe very fast(i.e. milliseconds).The subsequemtecalculatiorof the faileddiskscanbe brokeninto parity
stripes.For eachparity stripe,oneblock is readfrom eachof the non-faileddisks. Oneblockis thencalculatedor each
of thefaileddisks,andthenwritten to the properreplacementlisk. The costof recoseringoneblockis therefore:

Thecostof readingone Block Block Thecostsof writing one
block from eachof disks XOR GFmult blockto eachof disks
Notethatthe % termaccountdor thefactthatall the elementof may be greaterthanone. For more
u

detailedinformationon otherparameterghatin uence the performancef recoveryin RAID systemsseeReferencg26].
Checkpointing Systems

In distributed checkpointingsystemsthe usageof RS-Raidencodingis slightly differentfrom its usagein the RAID
controller Here,therearetwo mainoperationscheckpointingandrecovery. With checkpointingwe assumehatthe data
deviceshold data,but that the checksumdevices are uninitialized. Therearetwo basicapproacheshat canbe taken to
initializing the checksundevices:

Figure6: Thebroadcasalgorithm

The BroadcastAlgorithm (Figure6): Eachchecksundevice initializesits datato zero. Theneachdatadevice
broadcastés contentdo everychecksundevice . Uponreceving 'sdata, multipliesitby  andXORsitintoits
dataspace Whenthisis done,all the checksundevicesareinitialized. Thetime compleity of this methodis

device
broadcast GFmult XOR

Where gaice iS thesizeof thedeviceand proagcasidS therateof messagéroadcastingThis assumeshatmessage-sending
bandwidthdominatedateng, andthatthe checksundevicesdo not overlapcomputatiorandcommunicatiorsigni cantly.
The Fan-in Algorithm (Figure7): Thisalgorithmproceedsn steps— onefor each . Instep , eachdatadevice
multipliesits databy  , andthenthe datadevicesperforma fan-in XORof their data,sendingthe nal resultto . The

time compleity of this methodis

device

device
XOR network GFmult

12



Figure7: The Fan-inalgorithm

where neworkiS the network bandwidth.This takesinto accounthefactthatno GaloisField multiplicationsarenecessary
to compute . Moreover, this equationassumeghat thereis no contentionfor the network during the fan-in. On a
broadcashetwork like anEthernetwheretwo setsof processorsannotexchangamessagesimultaneouslythe terms
become

Obviously, the choiceof algorithmis dictatedby the characteristicef the network.

Recwery from failureis straightforvard. Sincethe GaussiarkEliminationis fast,it shouldbe performedredundantlyin
the CPU's of eachdevice (asopposedo performingthe GaussiarEliminationwith somesortof distributedalgorithm).

Therecalculatiorof thefailed devicescanthenbe performedusingeitherthe broadcasobr fan-inalgorithmasdescribed
above. Thecostof recavery shouldthusbeslightly greatetthanthe costof computingthe checksuntdevices.

Other Coding Methods

Thereare other coding methodsthat canbe usedfor fault-tolerancen RAID-lik e systems.Most are basedon parity
encodingswhereeachchecksuntdevice is computedo bethebitwise exclusive-orof somesubsebf thedatadevices:

where

Although thesemethodscantolerateup to  failures(for example,all the checksumdevices canfail), they do not
tolerateall combinationsf  failures. For example,the well-known Hammingcodecanbe adaptedor RAID-lik e sys-
tems[5]. With Hammingcodes, checksundevicesareemployed,andall two-device failuresmay
betolerated.One-dimensiongbarity [14] is anothelparity-basednethodthatcantoleratecertainclasse®f multiple-device
failures.With one-dimensiongbarity, the datadevicesarepartitionedinto  groups, , andeachchecksuntdevice

is computedo be the parity of the datadevicesin . With one-dimensionaparity, the systemcantolerateonefailure
pergroup.Notethatwhen , thisis simply +1-parity, andwhen , thisis equivalentto device mirroring.

Two-dimensionaparity [14] is anextensionof one-dimensiongbarity thattoleratesary two device failures. With two-
dimensionaparity, = mustbe greaterthanor equalto  —, which canresultin too muchcostif devicesare expensve.
Otherstratgiesfor parity-basee@ncodingghattoleratetwo andthreedevice failuresarediscussed Referencg14]. Since

13
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all of theseschemesrebasedon parity, they shav betterperformancahanRS-Raidcodingfor equivalentvaluesof
However, unlike RS-Raidcoding, theseschemesglo not have minimal device overhead In otherwords,thereare some
combinationf device failuresthatthe systemcannottolerate.

An importantcodingtechniquefor two device failuresis EVENODD coding[15]. Thistechniqueoleratesall two device
failureswith just two checksundevices,andall codingoperationsare XORs. Thus, it too is fasterthanRS-Raidcoding.
To theauthorsknowledge thereis no parity-basedchemehattolerategshreeor moredevice failureswith minimal device
overhead.

Conclusion

This paperhaspresente@ completespeci cationfor implementingReed-Solomowrodingfor RAID-lik e systemsWith
this coding, onecanadd checksumdevicesto datadevices, andtoleratethe failure of ary  devices. This has
applicationin disk arrays,network le systemsanddistributedcheckpointingsystems.

This paperdoesnot claim that RS-Raidcodingis the bestmethodfor all applicationsin this domain. For example,in
thecasewhere , EVENODD coding[15] solvestheproblemwith betterperformanceandone-dimensiongbarity [14]
solvesa similar problemwith evenbetterperformanceHowever, RS-Raidcodingis the only generakolutionfor all values
of and

Thetable-drvenapproactor multiplicationanddivision over a GaloisFieldis justoneway of performingtheseactions.
For valueswhere , thisis anef cient softwaresolutionthatis easyto implementanddoesnot consume
much physicalmemory For larger valuesof , otherapproacheghardware or software) may be necessary See
Reference§?], [27] and[28] for examplesof otherapproaches.
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Appendix A: Galois Fields,asapplied to this algorithm

GaloisFieldsarea fundamentatopic of algebraandaregivenafull treatmentin a numberof texts [24, 3, 21]). This
Appendixdoesnot attemptto de ne andprove all the propertieof GaloisFieldsnecessaryor this algorithm. Insteadour
goalis to give enoughinformationaboutGaloisFieldsthatanyonedesiringto implementthis algorithmwill have a good
intuition concerninghe underlyingtheory.

A eld isasetof elementxlosedunderadditionandmultiplication,for which every elementhasanadditive
andmultiplicative inverse(exceptfor the elementwhich hasno multiplicative inverse).For example the eld can
berepresentedsthe set , whereadditionandmultiplicationareboth performedmodulo? (i.e. additionis XOR and
multiplicationis the bit operatorAND. Similarly, if is a prime number thenwe canrepresenthe eld to bethe
set whereadditionandmultiplicationareboth performedmodulo .

However, suppose is not a prime. Thenthe set whereadditionand multiplication are both
performedmodulo is nota eld. For example,let befour. Thenthe set is indeedclosedunderaddition
andmultiplication modulo4, however, the element hasno multiplicative inverse(thereis no suchthat

mod ). Thus,we cannotperformour codingwith binarywordsof size usingadditionandmultiplication
modulo . Insteadwe needto useGaloisFields.

To explain Galois Fields,we work with polynomialsof whosecoefcients arein . This meansfor example,
thatif ,and , then . Thisis because

Moreover, we take suchpolynomialsmodulootherpolynomials,usingthe following identity:

If , then is apolynomialwith adegreelessthan ,and ,
where is any polynomialof

Thus,for example,if , and ,then
Let be a primitive polynomial of degree  whosecoefcients arein . This meansthat cannotbe
factored,andthatthe polynomial canbe consideredh genemtor of . Toseehow generates , We start

with theelementd), 1, and , andthencontinueto enumeratehe elementsdy multiplying thelastelementy andtaking

the resultmodulo if it hasa degree . This enumeratiorendsat  elements- the last elementmultiplied by
equalsl.
For example,suppose =2, and . To enumerate we startwith thethreeelement®, 1,and ,
thenthencontinuewith  mod . Thuswe have four elements: . If we continue ,we seethat
mod mod , thusendingthe enumeration.
The eld is constructedy nding aprimitive polynomial of degree over , andthenenumerating

the elementgwhich arepolynomials)with the generator . Addition in this eld is performedusingpolynomialaddition,
andmultiplicationis performedusingpolynomialmultiplicationandtakingtheresultmodulo . Sucha eld istypically
written
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Now, to use in theRS-Raidalgorithm,we needto mapthe elementof to binarywordsof size . Let

be a polynomialin . Thenwe canmap to abinaryword of size by settingthe th bit of to the
coefcient of in . For example,in , we getthefollowing table:
Generated | Polynomial Binary Decimal
Element Element Element Representation|
of of of of
0 0 00 0
01 1
10 2
11 3
Addition of binary elementsof canbe performedby bitwise exclusive-or. Multiplication is alittle moredif cult.
Onemustcorvertthebinarynumbergo their polynomialelementsmultiply thepolynomialsmodulo , andthencorvert

theanswelibackto binary. Thiscanbeimplementedin asimplefashion by usingthetwo logarithmtablesdescribecarlier:
onethatmapsfrom abinaryelement to power suchthat is equialentto (thisisthegflog table,andis referred
to in the literatureasa “discretelogarithm”), and one that mapsfrom a power to its binary element . Eachtablehas
elementgqthereis no suchthat ). Multiplication then consistsof converting eachbinary elementto its
discretelogarithm,thenaddingthe logarithmsmodulo (this is equivalentto multiplying the polynomialsmodulo
) andcorvertingtheresultbackto a binary element.Division is performedn the samemanneyexceptthe logarithms
aresubtractednsteadof added.Obviously, elementsvhere mustbetreatedasspecialcasesThereforemultiplication
anddivision of two binary elementgakesthreetablelookupsanda modularaddition.
Thus,toimplemenimultiplicationover ,wemust rst setupthetablesgflog anddfilog . Todothis,we rst
needa primitive polynomial of degree over . Suchpolynomialscanbe foundin texts on error correcting
coded1, 2]. We list examplesfor powersof two up to 64 below:

We then startwith the element , andenumerateall non-zeropolynomialsover by multiplying the last
elementoy , andtakingtheresultmodulo . Thisis donein Table2 belaw for , Where

It shouldbe clearnow how the C codein Figure4 generateshegflog anddfilog arraysfor , and
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Generated Polynomial Binary Decimal
Element Element | Element | Element
0 0 0000 0

1 0001 1
0010 2
0100 4
1000 8
0011 3
0110 6
1100 12
1011 11
0101 5
1010 10
0111 7
1110 14
1111 15
1101 13
1001 9
0001

Table2: Enumeratiorof the elementsf
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