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Abstract

It is well-known that Reed-Solomoncodesmay be usedto provide error correctionfor multiple failures in RAID-

like systems. The coding techniqueitself, however, is not as well-known. To the coding theorist, this techniqueis a

straightforwardextensionto a basiccodingparadigmandneedsno specialmention.However, to thesystemsprogrammer

with no training in codingtheory, thetechniquemaybea mystery. Currently, thereareno referencesthatdescribehow to

performthis codingthatdonotassumethatthereaderis alreadywell-versedin algebraandcodingtheory.

This paperis intendedfor the systemsprogrammer. It presentsa completespeci�cationof the codingalgorithmplus

detailson how it may be implemented.This speci�cationassumesno prior knowledgeof algebraor codingtheory. The

goalof this paperis for a systemsprogrammerto beableto implementReed-Solomoncodingfor reliability in RAID-lik e

systemswithoutneedingto consultany externalreferences.

ProblemSpeci�cation

Let therebe � storagedevices,
���������	��
�
�

�����

, eachof which holds � bytes.Thesearecalledthe“Data De-

vices.” Let therebe � morestoragedevices �

���

�

����
�
�
��

��� , eachof whichalsoholds � bytes.Thesearecalled

the“ChecksumDevices.” Thecontentsof eachchecksumdevicewill becalculatedfrom thecontentsof thedata

devices.Thegoalis to de�ne thecalculationof each��� suchthatif any � of
�

�
���

�
��
�
�
����

�
�

�

�
�

�

�
��
�
�

�

�
�

fail, thenthecontentsof thefaileddevicescanbereconstructedfrom thenon-faileddevices.

Intr oduction

Error-correctingcodeshave beenaroundfor decades[1, 2, 3]. However, the techniqueof distributing dataamong

multiple storagedevicesto achieve high-bandwidthinput andoutput,andusingoneor moreerror-correctingdevicesfor

failurerecoveryis relatively new. It cameto theforewith “RedundantArraysof InexpensiveDisks” (RAID) wherebatteries

of small,inexpensivediskscombinehigh storagecapacity, bandwidth,andreliability all at a low cost[4, 5, 6]. Sincethen,

the techniquehasbeenusedto designmulticomputerandnetwork �le systemswith high reliability andbandwidth[7, 8],

andto designfastdistributedcheckpointingsystems[9, 10, 11, 12]. We call all suchsystems“RAID-lik e” systems.

The above problemis centralto all RAID-lik e systems.Whenstorageis distributedamong� devices,the chancesof

oneof thesedevicesfailing becomessigni�cant. To bespeci�c, if themeantime beforefailureof onedevice is � , thenthe

meantime to failureof asystemof � devicesis �

� . Thusin suchsystems,fault-tolerancemustbetakeninto account.

For smallvaluesof � andreasonablyreliabledevices,onechecksumdevice is oftensuf�cient for fault-tolerance.This

is the“RAID Level 5” con�guration,andthecodingtechniqueis called“ � +1-parity.” [4, 5, 6]. With � +1-parity, the � -th

byteof thechecksumdevice is calculatedto bethebitwiseexclusive-or(XOR) of the � -th byteof eachdatadevice. If any

oneof the � +1 devicesfails, it canbereconstructedastheXORof theremaining� devices. � +1-parityis attractivebecause

of its simplicity. It requiresoneextra storagedevice,andoneextrawrite operationperwrite to any singledevice. Its main

disadvantageis thatit cannotrecover from morethanonesimultaneousfailure.

2



As � grows,theability to toleratemultiple failuresbecomesimportant[13]. Severaltechniqueshavebeendevelopedfor

this [13, 14, 15, 16], theconcentrationbeingsmallvaluesof � . Themostgeneraltechniquefor tolerating� simultaneous

failureswith exactly � checksumdevicesis a techniquebasedon Reed-Solomoncoding. This fact is cited in almostall

papersonRAID-lik esystems.However, thetechniqueitself is harderto comeby.

The techniquehasan interestinghistory. It was �rst presentedin termsof secretsharingby Karnin [17], and then

by Rabin [18] in termsof informationdispersal. Preparata[19] thenshowed the relationshipbetweenRabin's method

andReed-Solomoncodes,hencethe labelingof thetechniqueasReed-Solomoncoding. The techniquehasrecentlybeen

discussedin varyinglevelsof detailby Gibson[5], Schwarz[20] andBurkhard[13], with citationsof standardtextsonerror

correctingcodes[1, 2, 3, 21, 22] for completeness.

Thereis oneproblemwith all the above discussionsof this technique— they requirethe readerto have a thorough

knowledgeof algebraandcodingtheory. Any programmerwith a bachelor's degreein computersciencehastheskills to

implementthis technique,howeverfew suchprogrammershavethebackgroundin algebraandcodingtheoryto understand

thepresentationsin thesepapersandbooks.

Thegoalof this paperis to providea presentationthatcanbeunderstoodby any systemsprogrammer. No background

in algebraor codingtheoryis assumed.We give a completespeci�cationof thetechniqueplus implementationdetails.A

programmershouldneedno other referencesbesidesthis paperto implementReed-Solomoncoding for reliability from

multiple device failuresin RAID-lik esystems.

GeneralStrategy

Formally, our failure model is that of an erasure. Whena device fails, it shutsdown, andthe systemrecognizesthis

shuttingdown. This is asopposedto an error, in which a device failure is manifestedby storingandretrieving incorrect

valuesthatcanonly berecognizedby sortof embeddedcoding[2, 23].

Thecalculationof thecontentsof eachchecksumdevice �
� requiresafunction �

� appliedto all thedatadevices.Figure1

shows an examplecon�guration usingthis technique(which we henceforthcall “RS-Raid”) for ����� and �

��� . The

contentsof checksumdevices �

�

and �

�

arecomputedby applyingfunctions�

�

and �

�

respectively.

TheRS-Raidcodingmethodbreaksup eachstoragedevice into words. Thesizeof eachword is � bits, � beingchosen

by theprogrammer(subjectto someconstraints).Thus,thestoragedevicescontain �

���

�
	���
�������������� ���

�! "��#%$'&

�)(+*�,�-

.

��� ���0/

�

�!1

.

wordseach.Thecodingfunctions � � operateon a word-by-wordbasis,asin Figure2, where 2 ��3 4 representsthe 5 -th word

of device 6 � .

To make thenotationsimpler, we assumethat eachdevice holdsjust oneword anddrop theextra subscript.Thuswe

view our problemasconsistingof � datawords 7

� ��
�
�
��

7

�

and � checksumwords 8

� ��
�
�
��

8�� which arecomputedfrom

thedatawordsin sucha way thatthelossof any � wordscanbetolerated.

To computeachecksumword 8
� for thechecksumdevice �

� , we applyfunction �
� to thedatawords:

8
�

�

� �

�

7

�
�

7

�
��
�
�

�

7

�

�




If a dataword on device
�

4 is updatedfrom 7
4 to 7:9

4

, theneachchecksumword 8
� is recomputedby applyinga func-
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Figure1: Providing two-sitefault tolerancewith two checksumdevices
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��3 4 suchthat:
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Whenup to � devicesfail, we reconstructthesystemasfollows. First, for eachfaileddatadevice
�

4 , we constructa

function to restorethewordsin
�

4 from thewordsin thenon-faileddevices. Whenthat is completed,we recomputeany

failedchecksumdevices � � with � � .

For example,suppose�

�QP . We candescribe� +1-parityin theabove terms.Thereis onechecksumdevice �

�

, and

wordsconsistof onebit ( �

�RP ). To computeeachchecksumword 8

�

, we take theparity (XOR) of thedatawords:

8

�

�

�

�

�

7

�
��
�
�

�

7

�

�

�

7

�TS

7

�US

�
�


S

7

�



If a word on datadevice
�

4 changesfrom 7
4 to 7:9

4

, then 8

�

is recalculatedfrom theparity of its old valueandthetwo data

words:

8

9

�

�

O

�

3 4

�

7
4

�

7

9

4

�

8

�

�

�

8

�
S

7
4

S

7

9

4




If a device
�

4 fails, theneachwordmayberestoredastheparity of thecorrespondingwordson theremainingdevices:

7
4

�

7

�
S


�
�

S

7
4CV

�
S

7
4�W

�
S


�
�

S

7

�
S

8

��
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In suchaway, thesystemis resilientto any singledevice failure.

To restate,ourproblemis de�nedasfollows. Wearegiven � datawords 7

� �

7

� ��
�
�

�

7

�

all of size � . Wede�ne functions

� and O which we useto calculateandmaintainthechecksumwords 8

� �

8

� ��
�
�
��

8 � . We thendescribehow to reconstruct

thewordsof any lost datadevice whenup to � devicesfail. Oncethedatawordsarereconstructed,thechecksumwords

canberecomputedfrom thedatawordsand � . Thus,theentiresystemis reconstructed.

Overview of the RS-RaidAlgorithm

Therearethreemainaspectsof theRS-Raidalgorithm:usingtheVandermondematrix to calculateandmaintaincheck-

sumwords,usingGaussianElimination to recover from failures,andusingGaloisFieldsto performarithmetic. Eachis

detailedbelow:

Calculating and Maintaining ChecksumWords

We de�ne eachfunction � � to bea linearcombinationof thedatawords:

8
�

�

�
�

�

7

�	�

7

�	��
�
�
��

7

�

�

�

�

�

4��

�

7
4���� 3 4

In otherwords,if we representthedataandchecksumwordsasthevectors
�

and � , andthefunctions � � asrows of the

matrix � , thenthestateof thesystemadheresto thefollowing equation:

�

�

�

�




We de�ne � to bethe ���

� Vandermondematrix: ����3 4

�

5

� V

�

, andthustheaboveequationbecomes:
��

�

�

�

�
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�

�
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#
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#

1

...
#
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�

�

�

�

�

�

Whenoneof the datawords 7
4 changesto 7�9

4

, theneachof thechecksumwordsmustbe changedaswell. This canbe

effectedby subtractingout theportionof thechecksumwordthatcorrespondsto 7
4 , andaddingtherequiredamountfor 7 9

4

.

Thus, O
� 3 4 is de�ned asfollows:

8

9

�

�

O
��3 4

�

7
4

�

7

9

4

�

8
�

�

�

8
�%$&����3 4

�

7

9

4('

7
4

�




Therefore,thecalculationandmaintenanceof checksumwordscanbedoneby simplearithmetic(however, it is a special

kind of arithmetic,asexplainedbelow).
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Recovering From Failures

To explain recovery from errors,we de�ne thematrix � andthevector � asfollows: �

�����

���

, and �

���
	 �

�

. Then

we havethefollowing equation�

�

�

�

� � :
��

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

	

� � �
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� � �
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�
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�
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� � �

�
�
�

�

� � �

�
�
�

�

� � �

�
�
� �

...
...

...
...

���

���

.

�

� �

.

�
�
�!�

� �
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� �

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

��

�

�

�

�
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.

�

1

...
�

�

#

.

#

1

...
#

�

� �

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

We canview eachdevice in thesystemashaving a correspondingrow of thematrix � andthevector � . Whenadevice

fails,were�ect thefailureby deletingthedevice's row from � andfrom � . Whatresultsanew matrix � 9 andanew vector

�
9 thatadhereto theequation:

�

9

�

�

�

9




Supposeexactly � devicesfail. Then � 9 is a �

�

� matrix. Becausematrix � is de�ned to beaVandermondematrix,every

subsetof � rows of matrix � is guaranteedto belinearly independent.Thus,thematrix � 9 is non-singular, andthevalues

of
�

maybecalculatedfrom � 9

�

�

� 9 usingGaussianElimination.Henceall datadevicescanberecovered.

Oncethevaluesof
�

areobtained,thevaluesof any failed �
� mayberecomputedfrom

�

. It shouldbe obviousthat

if fewer than � devicesfail, thesystemmayberecoveredin thesamemanner, choosingany � rows of � 9 to performthe

GaussianElimination.Thus,thesystemcantolerateany numberof device failuresup to � .

Arithmetic over Galois Fields

A majorconcernof theRS-Raidalgorithmis that thedomainandrangeof thecomputationarebinarywordsof a �x ed

length � . Althoughtheabovealgebrais guaranteedto becorrectwhenall theelementsarein�nite precisionrealnumbers,

wemustmakesurethatit is correctfor these�x ed-sizewords.A commonerrorin dealingwith thesecodesis to performall

arithmeticovertheintegersmodulo �

.

. Thisdoesnotwork, asdivisionis notde�ned for all pairsof elements(for example,
��
�� �

� is unde�nedmodulo4), renderingtheGaussianEliminationunsolvablein many cases.Instead,we mustperform

additionandmultiplicationovera �eld with morethan �

$
� elements[2].

Fieldswith �

.

elementsarecalledGaloisFields(denotedO �

� �

.

� ), andarea fundamentaltopic in algebra(e.g.[3, 21,

24]). This sectionde�neshow to performaddition,subtraction,multiplication,anddivisionef�ciently overa GaloisField.

We give sucha descriptionwithout explainingGaloisFieldsin general.AppendixA containsa moredetaileddescription

of GaloisFields,andprovidesjusti�cation for thearithmeticalgorithmsin this section.

The elementsof O �

� �

.

� arethe integersfrom zeroto �

.

'

P . Addition andsubtractionof elementsof O �

� �

.

� are

simple.They aretheXORoperation.For example,in O �

� ���

� :

P�P

$��

�RP��"P�P

S

�"P�P�P�� P�P���� �RP �
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P�P

'

�

�RP��"P�P

S

�"P�P�P�� P�P���� �RP �




Multiplication anddivision are more complex. When � is small (16 or less),we usetwo logarithmtables,eachof

length �

.

'

P , to facilitatemultiplication.Thesetablesaregflog andgfilog :

� int gflog[] : This tableis de�ned for theindices1 to �

.

'

P , andmapstheindex to its logarithmin theGalois

Field.

� int gfilog[] : This tableis de�ned for theindices0 to �

.

'

� , andmapstheindex to its inverselogarithmin the

GaloisField. Obviously, gflog[gfilog[ � ]] �

� , andint gfilog[gflog[ � ]] �

� .

With thesetwo tables,wecanmultiply two elementsof O �

� �

.

� by addingtheir logsandthentakingtheinverselog, which

yields the product. To divide two numbers,we insteadsubtractthe logs. Figure3 shows an implementationin C: This

implementationmakesuseof the fact that the inverselog of an integer � is equalto the inverselog of ( �����

�

� �

.

'

P

� ).

This fact is explainedin AppendixA. As with regular logarithms,we musttreatzeroasa specialcase,asthelogarithmof

zerois
'��

.

#define NW (1 << w)   /* In other words, NW equals 2 to the w-th power */

int mult(int a, int b)
{
  int sum_log;

  if (a == 0 || b == 0) return 0;
  sum_log = gflog[a] + gflog[b];
  if (sum_log >= NW-1) sum_log -= NW-1;
  return gfilog[sum_log];
}

int div(int a, int b)
{
  int diff_log;

  if (a == 0) return 0;
  if (b == 0) return -1;            /* Can't divide by 0 */
  diff_log = gflog[a] - gflog[b];
  if (diff_log < 0) diff_log += NW-1;
  return gfilog[diff_log];
}

Figure3: C codefor multiplicationanddivisionover O �

� �

.

� (Note: NW� �

.

)

Unlike regularlogarithms,thelog of any non-zeroelementof a GaloisField is aninteger, allowing for exactmultiplica-

tion anddivisionof GaloisField elementsusingtheselogarithmtables.

An importantstep,therefore,once� is chosen,is generatingthelogarithmtablesfor O �

� �

.

� . Thealgorithmto generate

thelogarithmandinverselogarithmtablesfor any � canbefoundin AppendixA; however therealizationof thisalgorithm

in C for �

�	� , �

� � or �

� P�
 is includedherein Figure 4. We include the tablesfor O �

� ���

� asgeneratedby

setup tables(4) in Table1.
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unsigned int prim_poly_4 = 023;
unsigned int prim_poly_8 = 0435;
unsigned int prim_poly_16 = 0210013;
unsigned short *gflog, *gfilog;

int setup_tables(int w)
{
  unsigned int b, log, x_to_w, prim_poly;

  switch(w) {
    case 4:  prim_poly = prim_poly_4;  break;
    case 8:  prim_poly = prim_poly_8;  break;
    case 16: prim_poly = prim_poly_16; break;
    default: return -1;
  }

  x_to_w = 1 << w;
  gflog  = (unsigned short *) malloc (sizeof(unsigned short) * x_to_w);
  gfilog = (unsigned short *) malloc (sizeof(unsigned short) * x_to_w);

  b = 1;
  for (log = 0; log < x_to_w-1; log++) {
    gflog[b] = (unsigned short) log;
    gfilog[log] = (unsigned short) b;
    b = b << 1;
    if (b & x_to_w) b = b ^ prim_poly;
  }
  return 0;
}

Figure4: C codefor generatingthelogarithmtablesof O �

� ���

� , O �

� �

�

� and O �

� �

���

�

� 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

gflog[i] — 0 1 4 2 8 5 10 3 14 9 7 6 13 11 12

gfilog[i] 1 2 4 8 3 6 12 11 5 10 7 14 15 13 9 —

Table1: Logarithmtablesfor O �

� � �

�

For example,usingthevaluesin Table1 thefollowing is arithmeticin O �

� � �

� :


��

�

� gfilog[gflog[3]+gflog[7]] � gfilog[4+10] � gfilog[14] � �

P�
�� P�� � gfilog[gflog[13]+gflog[10]] � gfilog[13+9] � gfilog[7] � P�P

P 
 � P � � gfilog[gflog[13]-gflog[10]] � gfilog[13-9] � gfilog[4] � 



 �

�

� gfilog[gflog[3]-gflog[7]] � gfilog[4-10] � gfilog[9] � P �

Therefore,a multiplication or division requiresoneconditional,threetablelookups(two logarithmtablelookupsand

oneinversetablelookup),anadditionor subtraction,andamodulooperation.For ef�ciency in Figure3, we implementthe

modulooperationasaconditionalanda subtractionor addition.

The Algorithm Summarized

Given � datadevicesand � checksumdevices,theRS-Raidalgorithmfor makingthemfault-tolerantto upto � failures

is asfollows.
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1. Choosea valueof � suchthat �

.��

�

$ � . It is easiestto choose�

� � or �

� P 
 , aswordsthenfall directly on

byteboundaries.Notethatwith �

�RP 
 , �

$ � canbeaslargeas 
��

�

� 
�� .

2. Setup thetablesgflog andgfilog asdescribedin AppendixA andimplementedin Figure4.

3. Setup the matrix � to be the � �

� Vandermondematrix: � � 3 4

�

5

� V

�

(for P��

�

�

�

�

P��

5

� � ) where

multiplicationis performedover O �

� �

.

� .

4. Usethematrix � to calculateandmaintaineachword of thechecksumdevicesfrom thewordsof thedatadevices.

Again,all additionandmultiplicationis performedover O �

� �

.

� .

5. If any numberof devicesup to � fail, then they can be restoredin the following manner. Chooseany � of the

remainingdevices,andconstructthematrix � 9 andvector � 9 asde�ned previously. Thensolve for
�

in � 9

�

�

� 9 .

This enablesthedatadevicesto berestored.Oncethedatadevicesarerestored,thefailedchecksumdevicesmaybe

recalculatedusingthematrix � .

An Example

As an example,supposewe have threedatadevicesandthreechecksumdevices,eachof which holdsonemegabyte.

Then � � 
 , and �

� 
 . We choose� to befour, since �

.��

�

$
� , andsincewe canusethelogarithmtablesin Table1

to illustratemultiplication.

Next, we setup gflog andgfilog to beasin Table1. We construct� to bea 


�


 Vandermondematrix, de�ned

over O �

� � �

� :

�

�

�
�

�

	

P	� �
� 

�

P

�

�

�




�

P

�

�

�




�

�
�

�

�

�

�
�

�

	

P P P

P � 


P � �

�
�

�

�

Now, wecancalculateeachwordof eachchecksumdeviceusing �

�

�

� . For example,supposethe�rst wordof
� �

is 
 ,

the�rst word of
� �

is P�
 , andthe�rst wordof
���

is � . Thenwe use� to calculatethe�rst wordsof �

�	�

�

�

, and �

�

:

�

�

� � P

�

��


�

S

� P

�

� P�


�

S

� P

�

� �

�

� 


S

P 


S

�

� ��� P�P

S

P�P � P

S

P ���"P � � P�P�P �

�

�

�

� � P

�

��


�

S

� �

�

� P�


�

S

� 


�

� �

�

� 


S

�

S

�

� ��� P�P

S

P���� P

S

P ����� � ���"P � � �

�

�

� � P

�

��


�

S

� �

�

� P�


�

S

�
�

�

� �

�

� 


S

P

S

P�P

� ��� P�P

S

����� P

S

P � P�P � P����"P � �
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Supposewe change
� �

to be P . Then
���

sendsthevalue � P

'

P�


�

� � ����� P

S

P�P��"P

�

� P � to eachchecksumdevice,

whichusesthis valueto recomputeits checksum:

�

�

�

�

S

� P

�

� P �

�

� � P�P�P

S

P�P���� � P�P

�

�

� �

S

� �

�

� P �

�

� �

S

P�P � ��� P �

S

P��"P�P � �

�

�

� �

S

� �

�

� P �

�

� �

S

� � P���� P

S

�"P��"P � P �

Supposenow thatdevices
� �

,
� �

, and �

�

arelost. Thenwe deletetherowsof � and � correspondingto
� �

,
� �

, and

�

�

to get � 9

�

�

� 9 :
��

�

	

P � �

P P P

P � 


� �

�

�

�

�

��

�

	




P�P

�

� �

�

�

By applyingGaussianelimination,wecaninvert � 9 to yield thefollowing equation:
�

� �

� 9 �

V

�

� 9 , or:

�

�

��

�

	

P � �

� 
 P


 � P

� �

�

�

��

�

	




P�P

�

� �

�

�




Fromthis,we get:
���

� � �

�

� 


�

S

��


�

� P�P

�

S

�?P

�

� �

�

� 


S

P �

S

� �RP

�
�

� � 


�

� 


�

S

� �

�

� P�P

�

S

�?P

�

� �

�

� �

S

�

S

� � �

And then:

�

�

� � P

�

� 


�

S

� �

�

� P

�

S

�
�

�

� �

�

� 


S

�

S

P�P � P �

Thus,thesystemis recovered.

Implementation and PerformanceDetails

We examinesomeimplementationandperformancedetailsof RS-Raidcodingon two applications:a RAID controller,

anda distributedcheckpointingsystem.Botharepicturedin Figure5. In aRAID controller, thereis onecentralprocessing

location that controls the multiple devices. A distributed checkpointingsystemis more decentralized.Eachdevice is

controlledby adistinctprocessingunit, andtheprocessingunitscommunicateby sendingmessagesoveracommunication

network.

RAID Controllers

In RAID systems,abasic�le systemoperationis whenaprocesswritesanentirestripe'sworthof datato a �le. The�le

systemmustbreakup this datainto � blocks,onefor eachdatadevice,calculate� blocksworth of encodinginformation,

andthenwrite oneblock to eachof the � + � devices.Theoverheadof calculating8

�

is

�

Block
� �

'

P

�

�

P

�

XOR�

�
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CPU

D D C C1 n 1 m

CPU CPU CPU CPU

D D C C1 n 1 m

network

RAID controller Checkpointingsystem

Figure5: RAID-lik econ�gurations

where
�

Block is thesizeof ablock and
�

XORis therateof performingXOR. This is becausethe�rst row of � is all onesand

thereforetherearenoGaloisFieldmultiplicationsin thecalculationof 8

�

. Theoverheadof calculating8�� where�

�

P is:

�

Block
� �

'

P

�

�

P

�

XOR
$

P

�

GFmult �

�

where
�

GFmult is the rateof performingGaloisField multiplications. This is because� -1 of the � datablocksmustbe

multipliedby some�	� 3 4��

� P beforebeingXOR'd together. Thustheoverheadof calculatingthe � checksumblocksis

�

Block
� �

'

P

�

�

�

�

XOR
$

�

�

'

P

�

�

GFmult �




Thecostof writing anentireparitystripeis thereforetheabove�gure plusthetime to write oneblock to eachof the �

$
�

disks.1

A secondbasic�le systemoperationis overwritingasmallnumberof bytesof a �le. Thisupdatestheinformationstored

on onedisk,andnecessitatesa recalculationof theencodingon eachchecksumdisk. To bespeci�c, for eachword of disk
�

4 thatis changedfrom 7 4 to 7�9

4

, theappropriateword of eachchecksumdisk ��� is changedfrom 8�� to 8
�
$&�

��3 4

�

7�9

4

'

7 4 � ,

wherearithmeticis performedover theGaloisField.

Thecostof computing�

7�9

4

'

7 4 � is oneXORoperation.Thisneedsto beperformedjustonetime. Thecostof multiplying
�

7
9

4 '

7 4 � by �
��3 4 is zeroif �

� P or 5

�RP , andoneGaloisFieldmultiplicationif �

�

P and5

�

P . Finally, thecostof adding

����3 4

�

7�9

4
'

7�9

4

� to 8
� is oneXORoperationfor eachvalueof � . Thus,thetotal costof changingaword from 7

4 to 7�9

4

is:

Thecostof writing oneword to �
$

P disks $

�

� �

�

�
W

�

�

XOR
$

if 5

�RP

�

�
W

�

�

XOR
$

$
�

�
V

�

�

GFmult
$

otherwise



Thedominantportionof this costis thecostof writing to thedisks. For this reason,Gibsonde�nes theupdatepenaltyof

anencodingstrategy to bethenumberof disksthatmustbeupdatedperword update[14]. For RS-Raidcoding,theupdate

penaltyis � disks,whichis theminimumvaluefor tolerating� failures.As in all RAID systems,theencodinginformation

maybedistributedamongthe �

$
� disksto avoid having thechecksumdisksbecomehotspots[5, 26].

The �nal operationof concernis recovery. Here,we assumethat �

�

� failureshave occurredandthe systemmust

recover thecontentsof the � disks. In theRS-Raidalgorithm,recoveryconsistsof performingGaussianEliminationof an

equation� 9

�

�

� 9 so that �

� 9 �

V

�

is determined.Then,thecontentsof all the faileddisksmaybecalculatedasa linear

combinationof thedisksin � 9 . Thus,recoveryhastwo parts:theGaussianEliminationandtherecalculation.

1We do not includeany equationsfor the time to performdisk reads/writesbecausethecomplexity of disk operationprecludesa simpleencapsula-

tion [25].
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Sinceat least �

'

� rows of � 9 areidentity rows, the GaussianElimination takes �

�

�

�

�

� steps.As � is likely to be

smallthis shouldbevery fast(i.e. milliseconds).Thesubsequentrecalculationof thefaileddiskscanbebrokeninto parity

stripes.For eachparity stripe,oneblock is readfrom eachof the � non-faileddisks.Oneblock is thencalculatedfor each

of thefaileddisks,andthenwritten to theproperreplacementdisk. Thecostof recoveringoneblock is therefore:
��

Thecostof readingone

block from eachof � disks

��

$

�

�

�+�

�

Block
� �

'

P

�

�

XOR �

$

�

�

�+�

�

Block
� �

�

�

GFmult �

$

��

Thecostsof writing one

block to eachof � disks

��




Note that the �����
	��

Block
�

�

	

�

GFmult
$

termaccountsfor the fact thatall theelementsof �

� 9 �

V

�

maybegreaterthanone. For more

detailedinformationonotherparametersthatin�uence theperformanceof recovery in RAID systems,seeReference[26].

Checkpointing Systems

In distributedcheckpointingsystems,the usageof RS-Raidencodingis slightly differentfrom its usagein the RAID

controller. Here,therearetwo mainoperations,checkpointingandrecovery. With checkpointing,we assumethat thedata

deviceshold data,but that the checksumdevicesareuninitialized. Thereare two basicapproachesthat canbe taken to

initializing thechecksumdevices:
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D

D
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C
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3 4
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1

2

m

Step N

Figure6: Thebroadcastalgorithm

The BroadcastAlgorithm (Figure6): Eachchecksumdevice �
� initializes its datato zero. Theneachdatadevice

�

4

broadcastsits contentsto everychecksumdevice �
� . Uponreceiving

�

4 'sdata,�
� multipliesit by �	��3 4 andXOR's it into its

dataspace.Whenthis is done,all thechecksumdevicesareinitialized. Thetimecomplexity of this methodis

�

�

device

�

P

�

broadcast
$

P

�

GFmult
$

P

�

XOR�

�

Where
�

device is thesizeof thedeviceand
�

broadcastis therateof messagebroadcasting.Thisassumesthatmessage-sending

bandwidthdominateslatency, andthatthechecksumdevicesdonotoverlapcomputationandcommunicationsigni�cantly.

The Fan-in Algorithm (Figure7): Thisalgorithmproceedsin � steps— onefor each�
� . In step� , eachdatadevice

�

4

multiplies its databy �	��3 4 , andthenthedatadevicesperforma fan-inXORof their data,sendingthe�nal resultto �
� . The

timecomplexity of this methodis

�

�

device

��


���

�

�

XOR
$




���

�

$

P

�

network �

$

�

�

�

'

P

�

�

device
�

GFmult �

�
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Figure7: TheFan-inalgorithm

where
�

network is thenetwork bandwidth.This takesinto accountthefactthatnoGaloisFieldmultiplicationsarenecessary

to compute �

�

. Moreover, this equationassumesthat thereis no contentionfor the network during the fan-in. On a

broadcastnetwork likeanEthernet,wheretwo setsof processorscannotexchangemessagessimultaneously, the



���

� terms

become�

'

P .

Obviously, thechoiceof algorithmis dictatedby thecharacteristicsof thenetwork.

Recovery from failureis straightforward. SincetheGaussianEliminationis fast,it shouldbeperformedredundantlyin

theCPU's of eachdevice(asopposedto performingtheGaussianEliminationwith somesortof distributedalgorithm).

Therecalculationof thefaileddevicescanthenbeperformedusingeitherthebroadcastor fan-inalgorithmasdescribed

above. Thecostof recoveryshouldthusbeslightly greaterthanthecostof computingthechecksumdevices.

Other Coding Methods

Thereareothercodingmethodsthat canbe usedfor fault-tolerancein RAID-lik e systems.Most arebasedon parity

encodings,whereeachchecksumdevice is computedto bethebitwiseexclusive-orof somesubsetof thedatadevices:

8
�

���

��3

�

7

�
S

�

��3

�

7

�
S


�
�

S

�

��3

�

7

� �

where �

� 3 4����

�

�

P��




Although thesemethodscan tolerateup to � failures(for example,all the checksumdevicescan fail), they do not

tolerateall combinationsof � failures. For example,thewell-known Hammingcodecanbe adaptedfor RAID-lik e sys-

tems[5]. With Hammingcodes,�

�	�




���

�

�
$

�

'

P

��
 checksumdevicesareemployed,andall two-device failuresmay

betolerated.One-dimensionalparity [14] is anotherparity-basedmethodthatcantoleratecertainclassesof multiple-device

failures.With one-dimensionalparity, thedatadevicesarepartitionedinto � groups,�

� 
�
�


��� , andeachchecksumdevice

8
� is computedto be theparity of thedatadevicesin � � . With one-dimensionalparity, thesystemcantolerateonefailure

pergroup.Notethatwhen �

� P , this is simply � +1-parity, andwhen �

� � , this is equivalentto devicemirroring.

Two-dimensionalparity [14] is anextensionof one-dimensionalparity thattoleratesany two device failures.With two-

dimensionalparity, � mustbe greaterthanor equalto ��
 � , which canresultin too muchcostif devicesareexpensive.

Otherstrategiesfor parity-basedencodingsthattoleratetwo andthreedevicefailuresarediscussedin Reference[14]. Since
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Figure8: Parity-basedencodings

all of theseschemesarebasedon parity, they show betterperformancethanRS-Raidcodingfor equivalentvaluesof � .

However, unlike RS-Raidcoding, theseschemesdo not have minimal device overhead. In otherwords, therearesome

combinationsof �

�

� device failuresthatthesystemcannottolerate.

An importantcodingtechniquefor two device failuresis EVENODD coding[15]. This techniquetoleratesall two device

failureswith just two checksumdevices,andall codingoperationsareXOR's. Thus,it too is fasterthanRS-Raidcoding.

To theauthor'sknowledge,thereis noparity-basedschemethattoleratesthreeor moredevice failureswith minimaldevice

overhead.

Conclusion

Thispaperhaspresentedacompletespeci�cationfor implementingReed-Solomoncodingfor RAID-lik esystems.With

this coding, one can add � checksumdevices to � datadevices, and toleratethe failure of any � devices. This has

applicationin diskarrays,network �le systemsanddistributedcheckpointingsystems.

This paperdoesnot claim thatRS-Raidcodingis thebestmethodfor all applicationsin this domain. For example,in

thecasewhere�

� � , EVENODD coding[15] solvestheproblemwith betterperformance,andone-dimensionalparity [14]

solvesasimilarproblemwith evenbetterperformance.However, RS-Raidcodingis theonly generalsolutionfor all values

of � and � .

Thetable-drivenapproachfor multiplicationanddivisionoveraGaloisField is justonewayof performingtheseactions.

For valueswhere �

$
���


��

�

��
 
 , this is anef�cient softwaresolutionthat is easyto implementanddoesnot consume

much physicalmemory. For larger valuesof �

$
� , other approaches(hardwareor software)may be necessary. See

References[2], [27] and[28] for examplesof otherapproaches.

14



Acknowledgements

TheauthorthanksJoelFriedman,Kai Li, MichaelPuening,NormanRamsey, BradVanderZandenandMichaelVosefor

their valuablecommentsanddiscussionconcerningthis paper.

References

[1] E. R. Berlekamp.Algebraic CodingTheory. McGraw-Hill, New York, 1968.

[2] W. W. PetersonandE. J. Weldon,Jr. Error-CorrectingCodes,SecondEdition. The MIT Press,Cambridge,Mas-

sachusetts,1972.

[3] F.J. MacWilliams and N.J.A. Sloane. The Theoryof Error-Correcting Codes,Part I. North-HollandPublishing

Company, Amsterdam,New York, Oxford,1977.

[4] D. A. Patterson,G. Gibson,andR. H. Katz. A casefor redundantarraysof inexpensivedisks(RAID). In 1988ACM

ConferenceonManagementof Data, pages109–116,June1988.

[5] G. A. Gibson. RedundantDisk Arrays: Reliable, Parallel SecondaryStorage. The MIT Press,Cambridge,Mas-

sachusetts,1992.

[6] P. M. Chen,E. K. Lee,G. A. Gibson,R. H. Katz, andD. A. Patterson.RAID: High-performance,reliablesecondary

storage.ACM ComputingSurveys, 1994.

[7] J. H. HartmanandJ. K. Ousterhout.Thezebrastripednetwork �le system.Operating SystemsReview – 14thACM

SymposiumonOperatingSystemPrinciples, 27(5):29–43,December1993.

[8] P. Cao,S. B. Lim, S.Venkataraman,andJ. Wilkes. TheTickerTAIP parallelRAID architecture.ACM Transactions

onComputerSystems, 12(3),1994.

[9] J. S. PlankandK. Li. Fastercheckpointingwith �
$

P parity. In 24th InternationalSymposiumon Fault-Tolerant

Computing, pages288–297,Austin,TX, June1994.

[10] J.S.Plank,Y. Kim, andJ.Dongarra.Algorithm-baseddisklesscheckpointingfor fault tolerantmatrix operations.In

25thInternationalSymposiumonFault-TolerantComputing, pages351–360,Pasadena,CA, June1995.

[11] T. ChiuehandP. Deng. Ef�cient checkpointmechanismsfor massively parallel machines. In 26th International

SymposiumonFault-TolerantComputing, Sendai,June1996.

[12] J.S.Plank. Improving theperformanceof coordinatedcheckpointerson networksof workstationsusingRAID tech-

niques.In 15thSymposiumonReliableDistributedSystems, October1996.

[13] W. A. BurkhardandJ. Menon. Disk arraystoragesystemreliability. In 23rd InternationalSymposiumon Fault-

TolerantComputing, pages432–441,Toulouse,France,June1993.

15



[14] G. A. Gibson,L. Hellerstein,R. M. Karp, R. H. Katz, andD. A. Patterson.Failure correctiontechniquesfor large

disk arrays.In Third InternationalConferenceon Architectural Supportfor ProgrammingLanguagesandOperating

Systems, pages123–132,Boston,MA, April 1989.

[15] M. Blaum,J. Brady, J. Bruck, andJ. Menon. EVENODD: An optimalschemefor toleratingdoubledisk failuresin

RAID architectures.In 21stAnnualInternationalSymposiumon ComputerArchitecture, pages245—254,Chicago,

IL, April 1994.

[16] C-I. Park. Ef�cient placementof parityanddatato toleratetwo disk failuresin diskarraysystems.IEEETransactions

onParallel andDistributedSystems, 6(11):1177–1184, November1995.

[17] E.D. Karnin,J.W. Greene,andM. E.Hellman.Onsecretsharingsystems.IEEETransactionsonInformationTheory,

IT-29(1):35–41,January1983.

[18] M. O. Rabin. Ef�cient dispersalof information for security, load balancing,and fault tolerance. Journal of the

Associationfor ComputingMachinery, 36(2):335–348,April 1989.

[19] F. P. Preparata. Holographicdispersaland recovery of information. IEEE Transactionson Information Theory,

35(5):1123–1124, September1989.

[20] T. J.E. SchwarzandW. A. Burkhard.RAID organizationandperformance.In Proceedingsof the12thInternational

ConferenceonDistributedComputingSystems, pages318–325,Yokohama,June1992.

[21] J.H. vanLint. Introductionto CodingTheory. Springer-Verlag,New York, 1982.

[22] S.B. WickerandV. K. Bhargava. Reed-SolomonCodesandTheirApplications. IEEEPress,New York, 1994.

[23] D. Wiggert. Codesfor Error Control andSynchronization. ArtechHouse,Inc.,Norwood,Massachusetts,1988.

[24] I. N. Herstein.Topisin Algebra, SecondEdition. XeroxCollegePublishing,Lexington,Massachusetts,1975.

[25] C. RuemmlerandJ.Wilkes.An introductionto diskdrivemodeling.IEEEComputer, 27(3):17–29,March1994.

[26] M. Holland, G. A. Gibson,andD. P. Siewiorek. Fast,on-line failure recovery in redundantdisk arrays. In 23rd

InternationalSymposiumonFault-TolerantComputing, pages422–423,Toulouse,France,June1993.

[27] A. Z. Broder. Someapplicationsof Rabin's �ngerprinting method. In R. Capocelli,A. De Santis,andU. Vaccaro,

editors,SequencesII . Springer-Verlag,New York, 1991.

[28] D. W. Clark andL-J. Weng. Maximal andnear-maximalshift registersequences:Ef�cient eventcountersandeasy

discretelogarithms.IEEE TransactionsonComputers, 43(5):560–568,1994.

16



Appendix A: GaloisFields,asapplied to this algorithm

GaloisFieldsarea fundamentaltopic of algebra,andaregivena full treatmentin a numberof texts [24, 3, 21]). This

Appendixdoesnot attemptto de�ne andproveall thepropertiesof GaloisFieldsnecessaryfor this algorithm.Instead,our

goal is to give enoughinformationaboutGaloisFieldsthatanyonedesiringto implementthis algorithmwill have a good

intuition concerningtheunderlyingtheory.

A �eld O �

� �

� is a setof � elementsclosedunderadditionandmultiplication,for which every elementhasanadditive

andmultiplicative inverse(exceptfor the � elementwhichhasnomultiplicative inverse).For example,the�eld O �

� �

� can

berepresentedastheset �

�

�

P � , whereadditionandmultiplicationarebothperformedmodulo2 (i.e. additionis XOR, and

multiplicationis thebit operatorAND). Similarly, if � is a primenumber, thenwe canrepresentthe �eld O �

� �

� to bethe

set �

�

�

P

��
�
�
 �

�

'

P�� whereadditionandmultiplicationarebothperformedmodulo � .

However, suppose�

�

P is not a prime. Thenthe set �

�

�

P

��
�
�
 �

�

'

P�� whereadditionandmultiplication areboth

performedmodulo � is not a �eld . For example,let � be four. Thenthe set �

�

�

P

�

�

�


 � is indeedclosedunderaddition

andmultiplication modulo4, however, the element� hasno multiplicative inverse(thereis no �

� �

�

�

P

�

�

�


�� suchthat
� ��� P � mod �

� ). Thus,we cannotperformour codingwith binarywordsof size �

�

P usingadditionandmultiplication

modulo �

.

. Instead,we needto useGaloisFields.

To explain GaloisFields,we work with polynomialsof 2 whosecoef�cients arein O �

� �

� . This means,for example,

thatif �

�

2��

�

2
$

P , and �

�

2)�

�

2 , then �

�

2��
$

�

�

2)�

� P . This is because

2
$

2

� � P

$

P

� 2

� �

2

� �




Moreover, we takesuchpolynomialsmodulootherpolynomials,usingthefollowing identity:

If �

�

2�� � �

���

�

2)�

�

�

�

2�� , then �

�

2�� is apolynomialwith adegreelessthan
�

�

2�� , and �

�

2��

�

�

�

2)���

�

2)�
$

�

�

2�� ,

where�

�

2)� is any polynomialof 2 .

Thus,for example,if �

�

2��

�

2

�

$
2 , and

�

�

2)�

�

2

�

$

P , then �

�

2)� ���

���

�

2��

�

2
$

P .

Let
�

�

2�� be a primitive polynomial of degree � whosecoef�cients are in O �

� �

� . This meansthat
�

�

2�� cannotbe

factored,andthat thepolynomial 2 canbeconsidereda generator of O �

� �

.

� . To seehow 2 generatesO �

� �

.

� , we start

with theelements0, 1, and 2 , andthencontinueto enumeratetheelementsby multiplying thelastelementby 2 andtaking

the resultmodulo
�

�

2�� if it hasa degree � � . This enumerationendsat �

.

elements– the last elementmultiplied by

2 ���

���

�

2)� equals1.

For example,suppose� = 2, and
�

�

2)�

�

2

�

$
2

$

P . To enumerateO �

� �

� we startwith thethreeelements0, 1, and 2 ,

thenthencontinuewith 2

�

mod
�

�

2��

�

2
$

P . Thuswe have four elements:�

�

�

P

�

2

�

2
$

P�� . If we continue,we seethat
�

2
$

P

� 2 mod
�

�

2��

�

2

�

$
2 mod

�

�

2��

� P , thusendingtheenumeration.

The�eld O �

� �

.

� is constructedby �nding aprimitivepolynomial
�

�

2�� of degree� over O �

� �

� , andthenenumerating

theelements(which arepolynomials)with thegenerator2 . Addition in this �eld is performedusingpolynomialaddition,

andmultiplicationis performedusingpolynomialmultiplicationandtakingtheresultmodulo
�

�

2�� . Sucha�eld is typically

written O �

� �

.

�

�

O �

� �

�
	 2���


�

�

2)� .
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Now, to useO �

� �

.

� in theRS-Raidalgorithm,weneedto maptheelementsof O �

� �

.

� to binarywordsof size � . Let

�

�

2)� be a polynomial in O �

� �

.

� . Thenwe canmap �

�

2�� to a binary word � of size � by settingthe � th bit of � to the

coef�cient of 2

� in �

�

2)� . For example,in O �

� �

�

�

O �

� �

�
	 2���
 2

�

$ 2 $

P , wegetthefollowing table:

Generated Polynomial Binary Decimal

Element Element Element� Representation

of �

�

�

�

	

of �

�

�

�

	

of �

�

�

�

	

of �

0 0 00 0
��� 1 01 1
��� � 10 2
��� �

W

�

11 3

Addition of binaryelementsof O �

� �

.

� canbeperformedby bitwiseexclusive-or. Multiplication is a little moredif�cult.

Onemustconvertthebinarynumbersto theirpolynomialelements,multiply thepolynomialsmodulo
�

�

2�� , andthenconvert

theanswerbackto binary. Thiscanbeimplemented,in asimplefashion,by usingthetwo logarithmtablesdescribedearlier:

onethatmapsfrom a binaryelement� to power 5 suchthat 2

4 is equivalentto � (this is thegflog table,andis referred

to in the literatureasa “discretelogarithm”), andonethat mapsfrom a power 5 to its binary element� . Eachtablehas
�

.

'

P elements(thereis no 5 suchthat 2

4

� � ). Multiplication thenconsistsof convertingeachbinary elementto its

discretelogarithm,thenaddingthe logarithmsmodulo �

.

'

P (this is equivalentto multiplying the polynomialsmodulo
�

�

2�� ) andconvertingtheresultbackto a binaryelement.Division is performedin thesamemanner, exceptthelogarithms

aresubtractedinsteadof added.Obviously, elementswhere�

� � mustbetreatedasspecialcases.Therefore,multiplication

anddivisionof two binaryelementstakesthreetablelookupsandamodularaddition.

Thus,to implementmultiplicationover O �

� �

.

� , wemust�rst setupthetablesgflog andgfilog . To dothis,we�rst

needa primitive polynomial
�

�

2�� of degree � over O �

� �

.

� . Suchpolynomialscanbe found in texts on errorcorrecting

codes[1, 2]. We list examplesfor powersof two up to 64below:

�

� �
	

2

�

$
2

$

P

�

� ��	

2

�
$

2

�

$
2

�

$
2

�

$

P

�

�RP�
�	

2

� �

$
2

� �

$
2

�

$
2

$

P

�

� 
���	

2

���

$
2

���

$
2

�

$
2

$

P

�

� 
 �
	

2

�

�

$
2

�

$
2

�

$
2

$

P

We thenstartwith the element2

� � P , andenumerateall non-zeropolynomialsover O �

� �

.

� by multiplying the last

elementby 2 , andtakingtheresultmodulo
�

�

2�� . This is donein Table2 below for O �

� � �

� , where
�

�

2)�

�

2

�

$
2

$

P .

It shouldbeclearnow how theC codein Figure4 generatesthegflog andgfilog arraysfor O �

� � �

� , O �

� �

�

� and

O �

� �

���

� .
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Generated Polynomial Binary Decimal

Element Element Element Element

0 0 0000 0
��� 1 0001 1
��� � 0010 2
��� � � 0100 4
�

�

�

�

1000 8
��� �

W

�

0011 3
��� ���

W

� 0110 6
��� �

�

W

� � 1100 12
��� �

�

W

�

W

�

1011 11
��	 �

�

W

�

0101 5
��
 �

�

W

� 1010 10
�

� �
�

�

W

�

W

�

0111 7
� � � �

�

W

���

W

� 1110 14
� � � �

�

W

���

W

�

W

�

1111 15
� �

�

�

�

W

���

W

�

1101 13
� ��� �

�

W

�

1001 9
� ���

�

0001 1

Table2: Enumerationof theelementsof O �

� P�


�
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